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/\ IMPORTANT:
The NVR is no longer supports the VIVOCloud from FW4.8.

A IMPORTANT:

External Disk Usage Recommendation: We highly recommend users to utilize compliance
USB3.0 cables for optimal performance and to prevent compatibility issues. In order to ensure
proper detection of the external disk and achieve expected data transfer speeds, we suggest
using cables with a length of 60cm or less



& NOTE:

The NVR needs to store a database on the hard drives for keeping the Deep Search metadata.
Such metadata will take up storage space, yet the database size will be smaller than Smart
Search II.

# NOTE:

1. The NVR is only to be connected to PoE networks without routing to outside plants.
2. For PoE connection, use only UL listed I.T.E. with PoE output.



Revision History

* Rev. 1.5: Revision based on firmware 4.7
* Rev. 1.6: Revision based on firmware 4.8

A IMPORTANT:

Avoid the following with the use of battery:

1. Replacement of a battery with an incorrect type that can defeat a safeguard (for example, in
the case of some lithium battery types),

2. Disposal of a battery into fire or a hot oven, or mechanically crushing or cutting of a battery,
that can result in an explosion,

3. Leaving a battery in an extremely high temperature surrounding environment that can result
in an explosion or the leakage of flammable liquid or gas, and

4. A battery subjected to extremely low air pressure that may result in an explosion or the
leakage of flammabile liquid or gas.

& IMPORTANT:

1. Deleting a volume erases the recordings in it.
2. If running firmware revision 4.7, users cannot downgrade to firmware 4.6 or earlier.

3. The lift on the 16 TB volume limitation also applies to USB3.0 external storage.
4. The NVR FW4.8 is no longer support VIVOCloud & Crowd Control Solution.

A IMPORTANT:

1. Some low quality Ethernet cables with smaller core diameter can seriously reduce the
transmission rate. Use CAT5e or CAT6 cables with a wire gauge of 24AWG for NVR’s
uplink port. A thicker core 24 AWG network cable can offer less resistance than a 26 AWG
or 28 AWG network cable.

2. Use shielded cables in high noise environments where cross talk and EMI can occur.

/N IMPORTANT:

Due to the limitation of system resources, the fisheye's all dewarp modes (including
10/1R/10O3R/108R) can only take place in a 1x1 view cell, for one fisheye camera.The onboard
PoE are end-span ports.

A IMPORTANT:

1. Installation and maintenance service should only be performed by qualified technicians.
2. At all times, maintenance of the inside of the chassis should be carried out after all power is

disconnected.



# NOTE:

The following are the limitations for web access using the non-IE browsers:
1. Playback: fast forward, back forward, next frame buttons are not available.
2. Snapshot and Auto screen ratio not available on Safari.
3. Web browsers supported:
- Chrome v68.0.3440 and later official version
- Firefox v61.02 and later official version
4. OSes supported
- Windows
m Windows 7, 64 bit
m Windows 10
5. Minimum PC hardware requirements
1. CPU: Intel i5 4th generation and higher
2. RAM: 4GB and higher

# NOTE:

1. The NVR is only to be connected to PoE networks without routing to outside plants.
2. For PoE connection, use only UL listed |.T.E. with PoE output.

NOTE:

Use the NVR only with a DC power supply that is UL listed, and limited power source (LPS)
certified. The power supply should bear the UL listed and LPS marks. The power supply should
also meet any safety and compliance requirements for the country of use.

1. La NVR ne doit étre raccordée qu’a des réseaux PoE, sans routage vers des installations
extérieures.

2. Pour les raccordements PoE, utilisez uniquement un équipement de TI homologué UL, avec
une sortie PoE.

REMARQUE :

n'utilisez la NVR qu’avec un bloc d’alimentation CC homologué UL, ainsi qu’avec une
alimentation limitée (LPS) certifiée. Le bloc d’alimentation doit porter les indications
d'homologation UL et LPS. Il doit également répondre aux exigences en matiére de sécurité et
de conformité relatives au pays d’utilisation.



Read Before Use

The use of surveillance devices may be prohibited by law in your country. The Network Camera
is not only a high-performance web-ready camera but can also be part of a flexible surveillance
system. It is the user’s responsibility to ensure that the operation of such devices is legal before
installing this unit for its intended use.

It is important to first verify that all contents received are complete according to the Package
Contents listed below. Take note of the warnings in the Quick Installation Guide before the
Network Camera is installed; then carefully read and follow the instructions in the Installation
chapter to avoid damage due to faulty assembly and installation. This also ensures the product is
used properly as intended.

The Network Camera is a network device and its use should be straightforward for those who
have basic networking knowledge. It is designed for various applications including video sharing,
general security/surveillance, etc. The Configuration chapter suggests ways to best utilize the
Network Camera and ensure proper operations. For creative and professional developers, the
URL Commands of the Network Camera section serves as a helpful reference to customizing
existing homepages or integrating with the current web server.

ﬁ NOTE:

The operating system and management software are installed on a flash memory mounted on
the main board. Except for running the plug-ins for the onscreen control on a web console, there
is no need to install software.

Package Contents

m ND9326P or ND9426P m Mouse
m Power cord m Screws
m Quick Installation Guide m Foot pads

Symbols and Statements in this Document

@ INFORMATION: provides important messages or advices that might help prevent inconvenient
or problem situations.

@ NOTE: Notices provide guidance or advices that are related to the functional integrity of the

machine.
1

“0)- Tips: Tips are useful information that helps enhance or facilitate an installation, function, or
process.

WARNING! or IMPORTANT: These statements indicate situations that can be dangerous or
hazardous to the machine or you.

A Electrical Hazard: This statement appears when high voltage electrical hazards might occur
to an operator.



Chapter 1: Hardware Installation and Initial
Configuration

Introducing the Network Video Recorder

VIVOTEK’s ND9326P and ND9426P are the H.265 Linux-based standalone NVRs with
embedded PoE. Equipped for up to 8-CH/16-CH network cameras, the NVRs support 8x or 16x
802.3 at/af PoE ports. Both also display the PoE power information, providing for a more
convenient and smarter installation.

The NVR also supports remote and mobile access via VORTEX Connect, for both iOS and Android
handheld devices. VORTEX Connect provides instant push notification and playback functions
when triggered by an alarm notification,providing users with a flexible and intelligent NVR

for seamless use in small to medium sized video surveillance applications.

With H.265 compression technology and embedded with 2 HDD’s providing up to 16TB of
storage age space, the NVR offers greater than 30% more recording capacity than H.264
systems. This advancement provides users with more storage space for longer durations of
video recording. In addition, the RAID 0/1 configurations provide further data security in the
rare event of a hard drive failure.

For high-quality and detailed images, the NVR supports a maximum network camera resolution
of 4K,20-Megapixels. Furthermore, the NVR supports VIVOTEK’s fisheye network camera
“Fisheye Dewarp” function via a web console, which provides multiple de-warping modes in live
view and playback, ensuring the correct angle of video view and detailed information for flexible
usage. Lastly, to quickly and intuitively find any target event, the NVR is equipped with the
“Story-Board Search” function, which provides a glimpse of past recordings over an intuitive
time- line.

The NVR supports HDMI and VGA local video output, so users can control the GUI OSD inter-
face via mouse & keyboard, eliminating the need for a separate PC to search video or playback
from the NVR. Additionally, the intuitive and friendly VIVOTEK GUI design gives users a smooth-
er control experience.

Special Features

e Runs on embedded Linux

e 1 x HDMI and 1 x VGA for local display

e 2 x HDD bay

e 2 x Gigabit RJ45 Ethernet port for uplink;

e 3 x USB Ports (1 USB 3.0 in front and 2 USB 2.0 in Back)

e Size: 365 mm (W) x 315 mm (D) x 44 mm (H). Weight: 2.65 (9326P) 2.78kg (9426P, w/o
HDD).

e 8- or 16-CH Live View & 4-CH Synchronous Playback (web console)

e H.265/H.264 /| MJPEG

e Supports RAIDO and RAID1 volume configuration.

8



e PTZ Support
e Snapshot / Export Media
e Digital zoom Video Control

e VORTEX Connect
e Terminal block pins for DI/DO connection.

e Configuration Backup / Restore

e Compatible with VIVOTEK VSS Central Management Software*

e Integration with VIVOTEK Network Cameras

e VIVOTEK iViewer Support (i0OS/Android smartphones/hand-held devices)

*The VIVOTEK VSS Central Management Software is not included in the package.
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Safety

Connect the system to an earthed main power outlet.

Never open the housing of the power supply unit.

Install and operate the system only in a dry, weather-proof location.

Observe the following safety factors:

+ Is there visible damage to the system or power cord?

+ |s the system operating correctly?

+ Has the system been exposed to rain or moisture?

+ Has the system been in a long storage under harsh conditions or exposed to
unconforming stress?

The relevant electrical engineering regulations must be complied with at all times during
installation.

Ensure that all maintenance and repair work is handled by qualified personnel such as
electrical engineers or network specialists.

Read this manual before installing or operating the system. The documentation contains
important safety instructions about permitted uses.

The rated AC input is: 100-240V~ 3.5A, 60-50Hz; the max. consumption: 190W (ND9326P),
270W (ND9426P).

If a fault occurs, disconnect the power cord from the power supply.

Do not install the system close to heaters or other heat sources. Avoid locations with direct
sunlight.

All ventilation openings must not be blocked.

Use only the cables shipped with system or use appropriate cables that can withstand
electromagnetic interference.

11



Chassis Dimensions
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Network uplink status/activity LED

System status LED
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System power status

USB 3.0 port
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() Rear View
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1 |PoE ports # 1 to #16 (ND9426P) Audio OUT

2 |RJ45 port - GbE uplink VGA

3 |HDMI DI/DO terminal block

4 |USB 2.0 port Power socket (110/240V AC), w/ a power
button

5 |Audio IN

/N IMPORTANT:
The total power budget for the ND9326P’s 8 PoE ports is 120W.

The total power budget for the ND9426P’s 16 PoE ports is 200W. Every 8 ports (#1 ~ #8 or #9 ~
#16) provides 100W.

Please ensure the camera PD specifications meet the NVR PSE power supply specification
before installation.

# NOTE:

You can also use the Reset button to restore system defaults. Press and hold down the button
for longer than 5 seconds. The system should start restoring defaults.

/N IMPORTANT:

It is important to leave a clearance of 25cm behind the chassis. The clearance is required to
ensure an adequate airflow through the chassis to ventilate heat.

To ensure normal operation, maintain ambient airflow. Do not block the airflow around chassis
such as placing the system in a closed cabinet.

13



Hardware Installation

SATA hard disk(s) are user-supplied. The network video recorder can readily accommodate
most of the off-the-shelf SATA hard drives.

1. Attach 4-foot pads to the bottom of the enclosure.

I I

| ——1 o [—

e@®r @ G6

2. Use a screwdriver to loosen the retention screws on the sides and the back of the chassis.
Slide the top cover back, and then remove the top cover.

14



3. Connect SATA data and power cables to the main board.

SATA Power x1

4. Connect the SATA power and SATA data cables to the hard disk drives.

Pl 1

. -
-‘\-

(E ' BT '_:Tlﬁﬁﬂ
SATA power SATA data
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5. Install hard drives to the chassis. Note that the screws pass through the bottom of the chassis
and secure the hard drives using the mounting holes at the bottom of hard drives. When
installing hard drives, their label side should be facing up, and the connector side facing the

inside of the chassis.

When securing screws to the hard drives, do not completely fasten the screws. Fasten the
screws halfway and insert the screw heads into the key slot holes. When they are in place, fas-

ten the screws from the bottom of the chassis.
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6. Secure the hard disks to the mounting positions in the chassis with its label side facing up,
and the connectors facing the inside of the chassis. The sample drawing below shows the
positions.

1] 11 -
e B =t
Reset[=]
button

'*1l.|

& NOTE:

You can also use the Reset button to restore system defaults. Press and hold down the button
for longer than 5 seconds. The system should start restoring defaults.

7. When done, install the top cover.

17



A IMPORTANT:

If you have either a round-holed or square-holed rack, install cage nuts or clip nuts to the
desired positions on the rack posts.
o g

o o
The instructions below are based on the installation to a 4-post equipment rack.
The slide rails apply to rack cabinet of a depth of 700 to 900mm. With 2 hard drives, the
chassis can weigh up to 4kg.

If you need to install the NVR system into a rack cabinet,

1. Secure the brackets to the sides of the chassis by driving 3 included screws.
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2. Secure the chassis to rack posts using 2 M6 screws on each side.
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Interface Connections

1. Connect to a monitor using an HDMI cable. VGA is also supported.

2. Connect CAT5e or better-quality Ethernet cable to the GbE Ethernet ports.

3. Connect USB devices such as, mouse, keyboard, USB optical drive, or USB thumb drive (for-
matted in FAT format), joystick, or UPS.

4. Connect external devices, such as sensors, relays, or alarms to the terminal block.

5. Connect the system to the power mains.

19
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Please do not connect the NVR's PoE ports to non-PD* devices (such as an Ethernet switch LAN port). The Ethernet control
circuits may not be compatible.

* PD = A Powered Device designed to receive power source from a PoE connection such as network cameras.

ﬁ NOTE:

PoE ports are in the same network domain as NET 2.
NET 1 and NET 2 reside in different subnets.

NET 2 resides in the same subnet of the onboard PoE ports. If a user prefers to access the PoE
powered cameras using 3rd-party devices, he/she can connect to the NET 2.

20



ﬁ NOTE:

1-1 Users can configure different modes for both Net1 and Net2(PoE Port). Please note that the
IP addresses for Net1 and Net2 must not be the same.

1-2 Users can specify the IP when selecting manual mode.

1-3 For Net2 , users can either manually specify the IP address in manual mode, or obtain from
NVR DHCP server in DHCP mode.

If your uplink port happens to connect to a 10.1.1.x network, make sure you change your
PoEsubnet to 192.168.2.x segment.

Although the system supports MAC Binding, the system should be able to detect VIVOTEK's
cameras within the network regardless of the presence of a DHCP server.
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2-1. If external USB 3.0 storage is attached, a volume size larger than16TB is supported. The
NVR supports the connection to a USB3.0 storage with a maximum of 5 disk drives. The
minimum storage size in the external storage is 64GB.

2-2. The external storage must be powered on first before the NVR.

2-3. Hot-swapping is not supported. If the external storage is disconnected, recording will be
continued using the NVR's internal disk drives.

2-4. The storage configuration on the external storage is separately configured, e.g., RAID
configuration. The RAID volume on the external storage appears to the NVR as a single
large disk drive, and you should create a volume from it from the Storage configuration
page.

2-5. If the disk drives in the external storage are not configured into the NVR's storage
volumes, you can use them as the external backup devices. To do so, you should format
disk drives in the external storage in the FAT32 or NTFS format, and export the recorded
video on NVR to these disk drives.
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2-6. Limitations:

*  When you are exporting video to the disk drives in an external storage, you cannot
select the other disk drives to create a new volume.

» If the disk drives or volumes in the external storage is smaller than 1TB, you cannot
configure them as volumes for the NVR.

« The connection interface to external storage must comply with the USB 3.0
specifications.

2-7. The RAID or volume configuration in the NVR does not extend to include devices in the
external storage.

Terminal Block Connections

The terminal block pinouts is shown as follows:

The relay pins default status is set to Normally Open. Connect your relay or external devices’
signal wires to the system, the system will automatically detect the current signal status. You
can then trigger the external devices using the DI/DO panel on the live view.

You can also configure the system alarm setting for the system to automatically trigger a relay
pin on the occurrence of system events. See Alarm settings on page 118.

Normally Open
pin

|

Normally Closed
pin
Caoil

Common pin

ALARM OUT_NO
ALARM OUT_COM
DI1 (ALARM IN)
DI2 (ALARM IN)
DI3 (ALARM IN)
Di4 (ALARM IN)
GND (IN 1/2)

GND (IN 3/4)

O NO Oahs WN =




A WARNING:

If you connect the NVR to a PoE port of the AW-FED series PoE switch, make sure you turn off
the PoE output on that specific port using the onboard DIP switch. Otherwise, the high-power
output can damage the LAN port on NVR.

PoE cameras
- L :
=l §+5.Q
o o o o

AW-FED PoE switch LA S

Limitations on text entry length:

* User account: 64 alpha-numeric characters; "root" is reserved, so it cannot be used.

* Account password: 64 alpha-numeric characters

* Path name: 256 alpha-numeric characters

* Supports all printable ASCII (0x21-0x7E) characters and space (0x20) for password.
I"#$%&\'()*+,-./0123456789:;<=>?@ABCDEF GHIJKLMNOPQRSTUVWXYZ[\]* _abcdefghijkl
mnopqgrstuvwxyz{|}~

* [P domain name: host.xxx.yyy.zzz - 63 bytes; total: 253 bytes

* Email account: local@domain_name_part - local -63bytes
domain_name_part - 253 bytes.

23



VIVOTEK - Built with Reliability

Installation Wizard

Starting with firmware version 4.6, NVR provides an enhanced installation wizard. This new
interface simplifies configuration, allowing users to easily complete the setup process and
connect to VORTEX Connect. Follow the steps below to complete the process using the
Installation Wizard:

Step 1: Name your NVR and select your preferred display language. Then click Next.

@ nposazp VIVOTEK
@ weone i I \I
core™ I
3 Retwark
3 Time Name and language
Sysbeim name ND9SAZP

4 Cloasd service

— Evm

Step 2: Make sure your NVR connects to your network and decide your network settings such as
PoE and DHCP. Then click Next.

© npgsazp VIVOT=K
@ woone - Y \l
core™ I’
z Retwark
3 Time Name and language
System name ND9SAZP

4 Cloisd service

— L)
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VIVOTEK - Built with Reliability

Step 3: Set up the date, time, and the suitable time zone. Then click Next.

© nposazp VIVOT=K
Welcome Time
DE——
ot O [T
Cuistom NTPserver [P
Time
Tirtkes soeie
- Cloud service
&
5 Passwerd
& held cameras
7 Recarding
ey [ .

Step 4-1: If the NVR is Online (connected to the internet)

When your NVR is connected to the internet, VORTEX Connect will automatically be enabled.
You can then proceed to add the NVR to the VORTEX app by following the steps:

For Existing VORTEX Users:

1. Sign in to the VORTEX app.

2. Tap Add Devices.

3. Use your mobile device to scan the QR code displayed on this page.
4. Tap Add > Done.

For New VORTEX Users:

1. Download the VORTEX app from the App Store or Google Play.

2. Tap Create Account, then enter your email address and password.

3. Confirm your email address to activate your account.

4. Create an organization name as prompted.

5. Once your account is set up, follow the steps under "Existing VORTEX Users" to add your
NVR to the app.

User's Manual -




VIVOTEK - Built with Reliability

@ npssap VIVOTZK
@ Weloome
) WORTEX Conrsct
G m:wr.mdyau;-.f:;uw_u:umm::nmum_a.u
N ® Cloid sendsd conndches
& Meceark
& Tme

41 ."__Clqn'l'isz__r_uk.::

Hew o 2dd thls MVE: o YORTER through the WORTEX Connect sandce
trap 1 - Aren 3 rore dnarsess ks nhnarsing g,

Piemard Snap 2 - Pleast comniodd o YORTER 200 0r 6o the VORTES pomal
gl = e Ak desizen® aned s thiz B By scannng the 08 oode ne enleing theobeare o
Destce Il
B Lairieras
Racorzing el
ataiked nrnarsing guile e .
tm ET T
o .
2:08 wil 45 €3 2:07 w ac ED
Device ID
DEVICEID.
000201A35CDF
Retain device original settings 4
Device name Device 89 >
Time zone Los Angeles D> D:lal
Davica nama and time 2ong saftings will bo kot as orfginally
e S | Congratulation
e Your device has been successfully added
DEVICE GROUP ovoRTEL
i Device group Urigrouped Came... >

L -
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VIVOTEK - Built with Reliability

O nposaze

@ elome

@ Mermork

& e
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Em—
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Racording
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bamp 1 - e G e b azrens b kg e,
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Step 4-2: If the NVR is Offline (not connected to the internet)

If your NVR is not connected to the internet, enter your email address and click Next.
You will be able to add the NVR to the VORTEX app once it connects to the internet.

€ npssaze

Welcamp
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NORTEN Connect
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VIVOTEK - Built with Reliability

Note: You can also find the same QR code at the NVR bottom

packaging box.

—
A4d888  BbblGed  BboAbAD  GbBAER l
00060  DDDIGOG  0OODODD  0DOOO
1000000 (= 0001000 (— 00000DD = 0000000
1000000 | | 0ODIOOG | | DDOODOD | | DODDOOD
1600000 | | DDDIOQG | | 0DODDDDO| | DODDODD

Device ID

(QR code)

Step 5: Enter the password for the NVR. Then, tap Next.

© nposazp
e NVR password
Usier nami awdmin
Hetwork New password onssnive
i “Condirm pazyword prrerrrrs
Choud service
Faszword
[ Add cameras
7 fecordng
s
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VIVOTEK - Built with Reliability

Step 6: Add cameras. Tick to select the cameras on the left, and click the right-arrow button to
move the selected cameras to the right. Plus, select any of the cameras and click ... > Edit to
enter the username and password (repeat this action as needed to add more cameras). Then,

click Next.
© nposazp VIVOTEK
Add cameras
Welcome
Configure factary default WK comeras with the NVR password, 0 @)
Network Autg siream sestings O [ @]
Faund the following andine camaras Camera st
" ' : EEITTR
Cloud service | o | W comera o swns MaC
W vodel 1P address MAC Samra O _
B wooazak 1 4 Unauthorired  OOUED1-3ECIE  eae
P B rousmon W0A4Z2123  D002D1BSCBEN » A SER)
Camara 02
B ousova 10,422,569 00:02.01.85-F274 L T
Add cameras ' ' i Model: SC142 -
ORI 042282 010201 9F-86-44 Camara 03
- B Pwoaan 3 @ e oomonescaly
7 Redarding ——— Model IDA1HH
B wenzonve 104229 033030A2-C5-5F
[ T A R ER AT AL ®m 4
o I ] oo |
@ NOTE:
o

1. On the right Camera list, the Status “Authorized” means your NVR has access to the camera
(e.g. after you enter the correct username and password).

2. By enabling the option “Configure factory default VVTK cameras with the NVR password”, all
factory default cameras (those without existing passwords) will automatically be configured to
use the NVR’s password.
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VIVOTEK - Built with Reliability

Step 7: Select the camera stream you want to record and create an HDD volume. Then, click
Create. Now, wait for the process to complete and click Finish.

© npssazp VIvoTzK
i

Merwork
Tima .
DN
Cloud savvice: HVR storage settings
Creatig oo wohemes. will erie dote o ihe diks, antd addiiond ypies of digke can be crosted Biborin (he Sestings poge after U instalknion wilkang
Vsl
Sabect disk(s)
“SUML N I 1 ESK G BRIRD A e Wi v
Add ¢ameras
Recording

@ nposazp VIVOTEK
Recording
Welcome
Estimated recording days 20 days
Netwark
Tietve
P
L NVR storage settings -
Froating oew volurmes Will e dite o the sk otk adiiino s types. of diskis can b onstol Litoc i S Sertings page dtter e festailation wizand
Password
FHCIEE e | G 10 Dok & Migie wiline,
Add cameras

I - @ conescesnor [T TEE
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LED Indicators

7

o o D

Y
! !
Name Behavior Definitions
1. NET LED 1 |Blinking Green Data is being transmitted or received.

OFF

The Ethernet uplink NET1 or NET2 is disconnected.

2. Status LED

Constant Green

System ready.

N[—=[N

every 1 second

Blinking Green

Updating firmware or device pack.

3 |Constant Red

1. S.M.A.R.T.-related disk errors,

2. A configured H.D.D. is missing,

3. H.D.D. is full. Buzzer will also be sounded. When
buzzer is turned off, LED will return normal.

3. Power LED

—

Solid Green

The NVR is powered on.

2 |OFF

The NVR is powered off.
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Power Up and Power Down

To power up and power down,

On the initial configuration:
3. Connect the power cord between the system and power outlet.
4. Turn on the system using the power button on the back of chassis.
After the initial connection,
Use the power down button on the lower right corner of the Settings page. The system
should start flushing the cached contents in system memory and gracefully shut down. You
should then flip the power switch button on the back of chassis to completely shut down the
system.

Press the Reset button for longer than 5 seconds can restore system defaults.

__ WARNING:

1. No storage system is completely fail-safe. Damage to data might occur due to file system
corruption, operating system malfunction, virus infection, HDD component failures, and so on.
Therefore, it is highly recommended to regularly back up your data, and VIVOTEK disclaims
responsibilities of data loss or recovery.

2. Always power off the system using the power button on the back of chassis. The system is
powered off when you observe that all LEDs go off. Do not disconnect the power cord while
the system is still operating. Doing so will result in data inconsistencies. The normal power-off
procedure allows cached data to be written to disks.

NOTE:
If system buzzer is sounded, move your mouse cursor to reveal the main
screen portal, and then click on the Stop buzzer button.

Serious system faults, such as a missing volume, can trigger the system
buzzer. Verify the cause of system fault and turn off the buzzer.
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Section One: Management over a Local Console

Chapter 2: Introduction to the Local Console Interface

|V g
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By default, a live view appears on an HDMI monitor. The interface architecture of the local
console is illustrated as follows:

LiveView Main screen

afly
Main control portals @

PTZ

Digital zoom

Play recording clip

Audio

DI/DO

Snapshot | Manual
recording
Deselect camera

After you finish configuring using a Camera portal, click again on the camera view cell to reveal

Layout
DI/DO

Deep search

Export
recordings
Stop buzzer

Settings ——

Config. portal

Camera portal

Search recording clip

<

-Time Search panel
Alarm search

Smart search |l

Deep search

Smart VCA event search
Storyboard

— Overview (camera connection & storage)

—Camera add/edit
—Camera
—Management
—Recording
—Alarm —I: Alarm  [—Media
Email —Image
—Smart VCA detection
—Motion detection
—PTZ settings
— Port forwarding
— Update firmware
Information
Maintenance
Display
—System PoE management
UPS
Log

Cloud services
Customer support

—User management

Storage
—Storage _EScheduIed backup

1P
—Network DDNS
Services
HTTPS certificate

—Applications -TrendMicro

—Information

the main control portals.

- Virtual keypad

For the Export recordings function, refer to page 85.
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2-1. How to Begin

1. How to access the Configuration Portal?

Make sure a mouse is attached to your NVR. Move your mouse cursor, and the Configuration
Portal will appear on screen. For all the configurable options available through this portal,
please refer to Chapter 3 on page 61.

You can also hide these portal toolbar. Right-click on the Live View screen to
display the option.

Camera infamation ¥ o Cameraname
SLFRAM t Resnhulion
[Hsanle live streaming Cialas
Fir sreen with ratic Frara rane
e
Show VCA rule B ST oy
W Show toolbar

Fin statiss bar

Log cait

2. How to access the Camera Portal?

Single click to select a view cell, the Camera Portal will appear. The system automatically
detects the characteristics of an individual camera when you select a view cell.

This portal appears with a camera that supports mechanical PTZ.

This portal appears with a camera that does not support mechanical PTZ.

Tips:
Here are some operation steps using the tool bar:

1. Single-click to select a view cell and bring out the tool bar.
2. Double-click to expand a view cell to the full view.
3. Double-click again to shrink the view cell to the original size.
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PTZ control panel for ordinary PTZ type ~ PTZ control panel for joystick type PTZ

—

— R

W £RsaE D26

J Pan/Til
controller

— Focus far
Focus near

3
Hezanne
pzesezy

Patrol button

PTZ presets: If your PTZ cameras have preset locations, click on the button to unfold the preset
menu. Click on any of the preset locations to move to the area of your interest.

Pan/Tilt controller: Pull the inner circle to the direction you prefer. Release the mouse button to
stop moving.

Zoom controller: The zoom controller buttons only apply to cameras that come with an optical
zoom module, such as a speed dome camera.

Focus controller: The focus controller buttons apply to cameras that come with focus control
over its lens module, such as a speed dome camera.

3. How to retrieve and access recorded videos?

3-1. One is to access the video clips taken within 2 hours. Left click to select a view cell, and
then click on the Recording clips button.

Select a time value by a single click. You will be prompted for
Username and Password, enter admin and admin (the default user
name and password), and then click Login.

Login




The Playback window will prompt, and a playback begins from the point in time you selected,
e.g., 30 seconds ago. This function allows you to quickly review what has just happened.

3-2. Another way to access past videos is to open the Search recording clips window. Move

your mouse cursor to display the Configuration Portal (without selecting any view cell).
Click on the Search recording clips button. Please refer to page 62 for more information
about the search functions.

You will be prompted for Username and Password, enter admin
and admin (the default username and password) and click Login.

It is highly recommended to change the password after you log in.
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4. How to receive system alarm?

Please refer to page 118 for how to configure system alarm triggers. When the alarm is
triggered, e.g., by digital inputs or motion detection, an alarm message will prompt on the screen.

Use the > arrow button to browse through the alarm messages.

1102 »

-Ir_'l_“'l' "||

FIJ—

If the alarm is configured with video recording as the responding action, you can click on the
alarm entry. The Playback window will appear, allowing an instant playback of the alarm-related
footage. You will enter the "Search alarm results" page even if the alarm does not trigger a
recording action.

-,

- B 4 B2 & & =

Time search
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5. Why live view is unavailable?

The default live view receives a camera's stream #1. If a camera's stream #1 is configured using
MPEG-4 as the video codec, the following message will prompt.

You can go to the Settings > Camera > Media > Video window to configure the video codec of
stream #1 into H.264 or H.265.
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6. How do | move to another layout page?

Move your cursor to the right-hand side of your screen. The page turner buttons will appear as
shown below.

For example, if you have 8 cameras placed on 2 2x2 layout pages, use these buttons to visit
different pages.
g ==

7. Why the onscreen tool bars disappear after some time?

The system comes with idle modes. Below are the applicable conditions:

1. Live view: if no management activities occur for 5 seconds, the tool bars disappear from
screen. When in the idle mode, mouse cursor and tool bars will disappear. Moving the mouse
cursor will re-activate the screen.

2. Settings page: If left unattended for 10 minutes, the system will automatically log out. The
system will prompt for user credentials if a user tries to access the Settings page again.

3. Search recording clips window: If currently there is a video playback, the system will not
enter the idle mode.
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2-2. Operation on Camera View Cell
2-2-1. PTZ Panel

Once you selected a camera, click on the PTZ button on a camera portal.

The PTZ panel will prompt. Below is the description of its functions:

List of preset positions

Presets

Home

‘ ’) L Focus near

DU/DO—, | * o
oo ¥

ZDOTN L
8 @

ai—> Starts patrol
<> Patrol

1. PTZ control: Click and drag the nudge in the center towards the direction you wish to
move to.

. Focus: Click on the Focus near and Focus far buttons to adjust camera focus.

. Home: Click to move the camera lens towards the default home position.

. Zoom: Use the Zoom in and Zoom out buttons to adjust the camera's zoom ratio.

. Presets: If you configured preset positions, a list of preset positions will appear.

. Patrol: If you configured preset positions into a patrolling tour, click on this button
and the camera will proceed with patrolling through preset points.

OO WN

Note that on a speed dome camera, the farther you pull the nudge away from the
center, the faster the lens moves. This works like speed control.
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Below is the PTZ panel that appears with ordinary PTZ cameras.

List of preset positions
Speed selector

PTZ  Presets Speed

Focus far

G Focus near
Zoacian i

Starts patrol

1. PTZ control: Click on the arrow buttons to move towards the direction you wish to
move to.

. Focus: Click on the Focus near and Focus far buttons to adjust camera focus.

. Zoom: Use the Zoom in and Zoom out buttons to adjust the camera's zoom ratio.

. Presets: If you configured preset positions, a list of preset positions will appear.

. Speed: Adjusts the speed when moving across the field of view.

. Patrol: If you configured preset positions into a patrolling tour, click on this button
and the camera will proceed with patrolling through the preset points.

OOk, WDN

A IMPORTANT:

Due to the limitation of system resources, the fisheye dewarp (1R & 1P) can only take place on
one view cell, for one fisheye camera.

Currently the fisheye dewarp function takes place on a web console.
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Joystick support

The joystick related operations are listed below:

1. Pan: Continuous move is supported. (joystick X-axis movement)

2. Tilt: Continuous move is supported. (joystick Y-axis movement)

3. Zoom: Continuous move is supported. To zoom in, move joystick Z-axis clockwise (or use
button #2). To zoom out, move joystick Z-axis counter-clockwise (or use button #3)

4. Home: joystick button #1.

5. Auto Pan: joystick button #5.

6. Patrol: joystick button #7. Preset positions must be pre-configured for the camera.

7. Stop: Stops auto pan or patrol. Joystick button #6.
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2-2-2. Digital zoom Panel

Digital zoom is a function that provides digital zoom into a live video. Be sure you
place your mouse cursor inside the Global view window for the zoom function to take
effect.

When activated, a Global view window will appear at the lower right of the view cell
as shown below. You can display only a portion of the complete video frame as an
area of your interest. Using a click and drag on the ROI window, you can instantly
move to other areas within the video frame. Use the zoom ratio pull bar at the bottom
to change the zoom ratio. You may also move the ROI around by click and drags.

" Shrink/

= Global view Expand

Note that not every camera supports the PiP function.
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2-2-3. Play Recording Clips Panel

The Play Recording Clips function provides a shortcut to the latest recordings
on the system. You can select 30 secs, 1 min, 3 mins, 10 mins, and 60 mins for
an immediate playback.

For security reasons, using this function requires users to enter his/her
credentials.

The Playback window will prompt, and a playback begins from the point in time you selected,
e.g., 30 seconds ago. This function allows you to quickly review what has just happened.
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2-2-4. DI/DO

S LA The DI/DO panel provides a glimpse of all DI and DO signal
L statuses from the connected cameras. You can manually trigger a
DI-2 digital output by clicking on its indicators.

When a digital input is triggered, its status will also be indicated on
the panel.

___ WARNING:

Please note that DO is triggered by one click. You should then
click again to disable the DO. Otherwise, the DO signal will be
continuously triggered. As the result, if the DO is configured as an
alarm trigger, many alarm messages will be generated.

2-2-5. Others

1. Snapshot : is used to take a snapshot from the camera currently selected. Note that this
function only saves the snapshot (in JPEG) to a USB thumb drive.

-

__ IMPPORTANT:
The USB thumb drive has to be one that is formatted in FAT format.

2. Manual Recording @: Press the button to start a manual recording from a selected camera.
Click again to stop the recording.

3. Return button : Click to return to the Live View




2-2-6. Right-click Commands

Left-click to select a camera. Right-click to display the selection menu.

1. Camera information: Click to display camera name, resolution, codec, or frame rate on the
view cell. The information will display on the upper left corner of a view cell.

2. Stream: Select to display the main or subordinate stream.

3. Disable live streaming: Choose to display snapshots on the screen instead. The snapshots
are regularly replaced.

4. Fit screen with ratio: The NVR server automatically optimizes the display of camera view
cells. However, you can still select this option to display the camera's original aspect ratio: for
example, the original video feed can be 4:3. Without the fit screen, every camera's image will
be expanded to fill the view cell.

5. Show tool bar: You can hide the tool bars by deselecting this option.

6. Pin status bar: If selected, the status bar will constantly display on screen.

7. Log in/Log out: Log in to enable system configuration.

Camera Infamation P Cameraname
SO ’ Resolution
Dizable live streaming Coder

Fit seresn with ratio

Frarmie rate

Shiow YEA rule
v  Show toolbar

Fin status bar

Log out

A time tab is displayed at the lower center of the screen. You can move your cursor to the lower
center to display the time tab and the alarm panel.

16:27

2018.06.06

For the 3D counting cameras, right-click on its view cell to display the counting rule option. You
can enable the display of counting lines, and the bounding boxes for detected objects. The
counting results are acquired through the VIVOCloud utility.

Note that the NVR supports the
connection of up to 4 counting cameras.
The VCA rule displays only on the 2x2
layout.




Chapter 3: Configuration Using the Local Console

The Main Control Portal

3-1. Layout
G % Move your mouse cursor across the screen to display the portal.

The local layouts:
ND9326P: 1x1, 2x2, 3x3, 1M+5, 1P+3, 1P+6, 2P+3, 3V
ND9426P: 1x1, 2x2, 3x3,4X4, 1M+5,1M+7, 1M+12, 1P+3, 1P+6, 2P+3, 2V+3,

1V+6, 3V

If you select the single view layout, the rotation button M will appear. Click the

rotation button below to let the system swap the display of different cameras by

every 10 seconds. The rotation speed is configurable via Settings > System >
Display.

Click on the DI/DO button to display the full list of all DI and DO signals
(whether they are connected or not) from all cameras in the configuration.
If a digital input signal is triggered, e.g., the DI-4 on the left, its indicator will
turn solid white.

Note that you should click again to disable a DO after it is triggered.
Otherwise, the DO will be constantly triggered.
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3-3. Search recording clips
3-3-1. Basic Search

Click the button to start searching for recorded clips. A confirm box will
prompt. Enter User name and Password to proceed.

The search and calendar view will appear. Select a day on the calendar to select the
date when the recordings of your interest took place (the days with recorded clips will be
highlighted in blue and green).

Double-click on a day to begin playback and search.

The date highlighted in green indicates today, and the green indicator does not
necessarily mean that there are recorded videos today.
LT I . i

L IR
e - -
] < 0" ]

! LA f

n

Use the layout button Eﬂto adjust view cell arrangement on screen. You can retrieve the
recorded videos from a max. of 4 cameras at the same time.

Once you select to playback multiple cameras, the playback window will automatically turn
into the 2x2 layout. Up to 4 cameras' recording can be played back simultaneously. This
enables the synchronized playback of video produced by multiple cameras. Users do not
need to switch from one camera to another when searching for forensic evidences.
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The timeline bar enables quick skimming through the recording. Its functions are
described as follows:

Timeline scale Control buttons Functional buttons

DK<« MG

8:00

Span of existing

Currenttime .
recording

indicator

oY)

uttons Description

Time scale selector. Use the buttons to select the span of time displayed on
the tool bar.

Audio volume tuner.

Plays back from 10 seconds ago.

Previous frame. (I-frame only)

Next frame. (I-frame only) After you paused a playback, use this button to
browse video frame by frame.

Play backwards.

Play. This button is available after you paused a playback.

Pause.

Each click on it speeds down by 1/2. The slowest speed is 1/16.

Each click on it speeds up by 2x. The fastest speed is 16 times.
The current playback status is indicated on the screen.

This button appears when you select to playback a fisheye camera's
recording. This avails the selection of dewarp modes usable during the
playback.

Digital zoom. This applies when a camera is displaying the full of its field of
view. You can use the Digital zoom function to zoom in on the field of view.

LE BEaEMOHNEEE

Export clips. Use this function to select a span of time you want to export to
other medias.

By default, the playback starts from the beginning of a day's recording. While playing the
recorded video, click on the timeline to replay a point in time in the video.

Snapshot. Takes a snapshot of the current FOV. The Snapshot button has
been moved to the right-hand side of each view cell.

e
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m The fisheye dewarp modes can be selected during a playback: e.g., 1R,
1P, 103R, or 108R.

When playing the video recorded by a fisheye camera, the fisheye display options mwill be
available on screen. You can click to select the 10, 1P (Panoramic), 1R (Regional), or 103R (1
Original and 3 Regional), or 1T08R modes. If 1P, 1R, 103R, or 108R mode is selected, you can
exert the mouse control on screen, such as swiping the view, or hold down the mouse button
and swipe the field of view.

Please refer to the User Manuals that came with fisheye cameras, or page 168 for description of
fisheye display modes.

63



Note that to export a video segment from the playback timeline,

1. Click on the Export button E

2. Insert a USB drive formatted in the FAT format.

3. Select the "From time" by clicking on the timeline. You can also manually enter the
"From time" and the "To time."

4. Click on the "From time" tab using a single click.

5. Repeat steps 3 and 4 to configure the To time.

6. Click on the Export button.

e .- A tar file containing a log file will also be created, including the
' information for export time, user, camera name, recording time
span, etc.

February 01, 2013
v

T8 56 |44

The export process is indicated on the right. Depending on the length of footage to be
exported, this process can take minutes.

*

11:50

When completed, a message will display on screen.

Camera 01_20140408 053320.exe is saved

successfully

The default for export is 5 minutes before and 5 minutes after the point in time that is
currently selected.
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3-3-2. Alarm Search

Click on the Alarm search button uon the upper left of the screen to enter the Alarm Search

panel.

Camera list
All
From

April 25, 2019

April, 2013

@

Alarm search

To

April 25, 2019

17 :08

Trig;

All triggers

You can specify the search criteria by selecting the devices to be involved in the Alarm search.
1. Camera list.
2. The From and To time.
3. Pre-configured alarms, such as those associated with camera DI, motion detection, or VCA

analytics triggers, etc.
4. Trigger: DI, DO, tampering detection, disk failure, cyber security events, and VCA video

analytics events.

Use the combinations of these parameters to sort through the alarms.

200 resuis)

Alarm search

Armname v

Trigger

Time

motion
mation
aation
msion
masion
motion

motion

Lameva 07 Motion de
Cameea 01 Motion de

Lo a 0% Malinn de

Camera 01 Motion de.,

Camesa 07 Motion de

Camera OF Cyber atta_

Lameva 07 Moton de.,,

N0 733888
20190423 132817
200004 23 1326, 54
2019.04.73 1326:48
2019.04.23 1326415
2019.04.23 13:35:49
2019.04.23 132527

All triggers

All triggers

Line crossing detect...
Intrusion detection
Loitering detectig

Face detection

Missing object ds

Unattended obijd

S

Cartrera 7 Motion de...
Camera 07 Mothan de..,

Camiera 09 Motan de...

Camera 1 Maotion de...

2015.04.24 105300
w
SR04.24 WE5E50

0150424 1EESD
S 80824 154D

Camera I Motion de...

Camera 1 Motion de...

20150824 10:52:40
F0B0424 15226

Crowd detection

Camera (] Moton de...

Camera 0 Motion de...

201504, 204 15226

Camera 01 Motian de...

|

ii
v

2015048, 24 15206

-




You can then specify the start time and end time to configure a span of time to be searched.

Alarm search

e Select a starting date
April 06,2014 v ERREEE

17 116

All triggers

© a

Alarm search

All alarms

All alarms

Mew alarm
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You can select what types of triggers were associated with the recordings you want to find.

When done with the selection, click on the Search button. In the sample screen below, a list of
alarms is displayed, and you can click on any of them to replay the moment when the alarm was
triggered. The alarm-related recording will typically include a length of 5 seconds of pre-alarm
and 20 seconds of post-alarm footage.

Up to 200 search result entries will appear. If more
than 200 entries have been found, click on the New
results button on the last entry page.

If two cameras participate in the recording of an
alarm-related event, the footage of one camera will
be played first, and then that of the other.

If a user's operation takes place (pause, rewind, etc.)
during the playback, the system will stop the
consecutive playback of multiple alarm footages.

A& pesultfs)

Aarmname  <|  Trigger = Time =
Meve alarm Camera 01 01 2074.04.07 17:21:58
News alarm Camera 01 D1 Z014.04.07 17:27:40
Mews alarm Carmera 01 01 2014.04.07 1727:23
Mews atarm Camera 01 01 2074.04.07 17:21:15

NOTE:

When the Search window is left unattended for 10 minutes, the NVR will return to the live view
display. To enter the Search window, you will have to enter the user credentials again.
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Use the page up and page down buttons to browse through the alarm list. Use the continuous
playback button to let the system automatically play all alarm clips. The continuous play starts
from the first alarm or from the alarm you currently clicked and selected. Click on the button

again to stop the continuous play.

CH1 Camera 01 Motion de_.. 201500424 1(£53:00
_ml:lti:m Camera EI:I ;.ﬂutiun de... 23554?111&‘“52"5?
CH1 Camera 07 Motion e, 20720424 1052150
motian Camera 07 Motion e, 20750424 10:52:40
CH1 Lamera 01 Motion de.. 20780424 10:52:40
mation Ciommera 01 Motion e, 20150424 10:52:28
CH1 Camera 01 Motion-ge.,, 20150424 1(k52:26
motlan Camera 01 Motlon de... 201200424 10:52:06
CH1 Camara 01 Motion de... 207150424 10:52:06
T N = rs _[ i T v e 2
NOTE:

When the Search window is left unattended for 10 minutes, the NVR will return to the live view
display. To enter the Search window, you will have to enter the user credentials again.
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3-3. Search recording clips
3-3-1. Basic Search

Click the button to start searching for recorded clips. A confirm box will
prompt. Enter Username and Password to proceed.

The search and calendar view will appear. Select a day on the calendar to select the
date when the recordings of your interest took place (the days with recorded clips will
be highlighted in blue and green).

Double-click on a day to begin playback and search.

The date highlighted in green indicates today, and the green indicator does not
necessarily mean that there are recorded videos today.
x 7 1T T 4

} ;i{_ a U0 B ™.
7

Use the layout button Ea to adjust view cell arrangement on screen. You can retrieve the
recorded videos from a max. of 4 cameras at the same time.

Once you select to playback multiple cameras, the playback window will automatically turn
into the 2x2 layout. Up to 4 cameras' recording can be played back simultaneously. This
enables the synchronized playback of video produced by multiple cameras. Users do not
need to switch from one camera to another when searching for forensic evidence.
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The timeline bar enables quick skimming through the recording. Its functions are
described as follows:

Timeline scale

Control buttons

Functional buttons

Current time Span of existing
o recording
indicator

Buttons Description

Time scale selector. Use the buttons to select the span of time displayed on
the tool bar.

Audio volume tuner.

P

Plays back from 10 seconds ago.

Previous frame. (I-frame only)

Next frame. (I-frame only) After you paused a playback, use this button to
browse video frame by frame.

Play backwards.

Play. This button is available after you paused a playback.

Pause.

Each click on it speeds down by 1/2. The slowest speed is 1/16.

Each click on it speeds up by 2x. The fastest speed is 16 times.
The current playback status is indicated on the screen.

Digital zoom. This applies when a camera is displaying the full of its field of
view. You can use the Digital zoom function to zoom in on the field of view.

L B gaEMNHNE R E

Export clips. Use this function to select a span of time you want to export to
other medias.

By default, the playback starts from the beginning of a day's recording. While playing the
recorded video, click on the timeline to replay a point in time in the video.

©

Snapshot. Takes a snapshot of the current FOV. The Snapshot button has
been moved to the right-hand side of each view cell.
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Note that to export a video segment from the playback timeline,

1. Click on the Export button E

. Insert a USB drive formatted in the FAT format.

. Select the "From time" by clicking on the timeline. You can also manually enter the
"From time" and the "To time."

. Click on the "From time" tab using a single click.

. Repeat steps 3 and 4 to configure the To time.

. Click on the Export button.

W N

o O b

— A tar file containing a log file will also be created, including the
information for export time, user, camera name, recording time
span, etc.

February 01, 2013
v

T8 56 |44

The export process is indicated on the right. Depending on the length of footage to be
exported, this process can take minutes.

When completed, a message will display on screen.

Camera 01 20140408 053320.exe is savec

successfully

The default for export is 5 minutes before and 5 minutes after the point in time that is
currently selected.
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3-3-2. Alarm Search

Click on the Alarm search button n on the upper left of the screen to enter the Alarm Search

panel.

Camera [t
|
Froim

Al 152008

Wprl, 2378

Alarm search

You can specify the search criteria by selecting the devices to be involved in the Alarm search.
1. Camera list.
2. The From and To time.
3. Pre-configured alarms, such as those associated with camera DI, motion detection, or VCA

analytics triggers, etc.
4. Trigger: DI, DO, tampering detection, disk failure, cyber security events, and VCA video

analytics events.

Use the combinations of these parameters to sort through the alarms.
© A A4 ©

200 resulifs)

Alarm search

& B

Alarmm rame
mation
mation
mation
mation
mation
mation

mation

Camera 01 Motion de..
Camera 01 Mation de..
Camera 0 Motion de.
Camera (11 Motion de...
Camera 01 Motion de...
Camera 07 Cyter stha...

Eamera 01 Kation de...

Time: i
201904 73 150004
20000423 1207
Fin LR ERE LT
290433 120604
20050 271 2T S
20190423 1332%:49
201904 37 133537

Tr

All

Al
EiD1|
¥ DO
M Maotion windows

# PIR

Tampering detection
¥l Camera disconnected
Brute force attack

] Cyber attack

¥ Quarantine event

Cartiera 01 Motion de...

Camera 07 Motion de..,

Camera 07 Motan de...

Camera 01 Motion de...

20150424 190:53:00
2N1E0424 'I'ﬂ;%i.‘.ﬁﬂ
_273?.0;14 1550
A8 0424 154D

Camera 07 Moton de...

Camera [l Motion de...

201500424 10:5240
01804924 15E26

Camera &1 Moton de...

Camera 07 Motion de...

201500424 10:EE26
201800424 10:52:06

£H1
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You can then specify the start time and end time to configure a span of time to be searched.

e A a0 5

Alar st

Diicebeer 09, O

You can also determine what alarms will be included in the search.
&) © A A€ & =
Alarm search
Camera list
Al
From
Dctober 08, 2022 October 05, 2022

15:09 15:09

Alarm Ti gger

All alarms Al
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You can select what types of triggers were associated with the recordings you want to find.
© A 26 o =

Aarm search

When done with the selection, click on the Search button. In the sample screen below, a list of
alarms is displayed, and you can click on any of them to replay the moment when the alarm was
triggered. The alarm-related recording will typically include a length of 5 seconds of pre-alarm

and 20 seconds of post-alarm footage.

® A [ © & m

Alarm search

A result(s)

Alarmname  ~  Trigger = Time -
Mew alarm Camera 01 DI 2140407 17:21 :E-E_
Mewalarm Camara 01 Of D A0 0T AT21:80
Maw alarm Camara 07 0L 20140407 17:21:23
Maw alarm Camera 07 DI 20140407 172115

__ NOTE:

Up to 200 search result entries will appear. If more
than 200 entries have been found, click on the New
results button on the last entry page.

If two cameras participate in the recording of an
alarm-related event, the footage of one camera will
be played first, and then that of the other.

If a user's operation takes place (pause, rewind,
etc.) during the playback, the system will stop the
consecutive playback of multiple alarm footages.

When the Search window is left unattended for 10 minutes, the NVR will return to the live view
display. To enter the Search window, you will have to enter the user credentials again.
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Use the page up and page down buttons to browse through the alarm list. Use the continuous
playback button to let the system automatically play all alarm clips. The continuous play starts
from the first alarm or from the alarm you currently clicked and selected. Click on the button
again to stop the continuous play.

CH1 Camera 01 Motion de...  2019.04.24 1%3:00
motion Camera 01 Motion de...  2019.04.24 10'?%2:50
CH1 Camera 01 Motion de...  2019.04.24 10:52:50
motion Camera 01 Motion de...  2019.04.24 10:52:40
CH1 Camera 01 Motion de...  2019.04.24 10:52:40
motion Camera 01 Motion de...  2019.04.24 10:52:26
CH1 Camera 01 Motion de...  2019.04.24 10:52:26
motion Camera 01 Motion de...  2019.04.24 1(:52:06
CH1 Camera 01 Motion de...  2019.04.24 10:52:06
v
§ NOTE:

The NVR needs to store a database on the hard drives for keeping the Deep Search metadata.
Such metadata will take up storage space, yet the database size will be smaller than Smart
Search Il.

# NOTE:

When the Search window is left unattended for 10 minutes, the NVR will return to the live view
display. To enter the Search window, you will have to enter the user credentials again.
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3-3-3. Smart Search Il

Smart search Il is available only for the newer line of cameras that come with Smart
Motion detection. Smart search Il has the following benefits:

1. Faster search: Metadata is saved with videos coming from cameras running Smart
Motion detection. With the help of the metadata, the search focuses on the effective
alerted vectors and the adverse effects, e.g., headlights causing dramatic contrast or
small anima3ls passing through, have already been eliminated by the camera. The
search can be more rapidly completed.

2. People detection: The search can be conducted for human activities only. Activities
matching the silhouettes of human will be considered as effective results.

3. Polygon search: Users can create a polygon on the areas of their interest to begin
a search. Note that the Smart Motion detection configuration takes place on a web

console to individual cameras. It is not configurable on the NVR.

Note that the Smart Motion detection areas must have been configured on each camera
before the Smart search can take effect.

You can specify the time span, People detection, Sensitivity level, and time filter
parameters in a Smart Search Il panel.

R

smart search II




Click the Search button to begin the search. Depending on the scale of the search (how
many cameras involved, and the span of recordings in search), the search should be

completed in a few minutes.

The search results will display as thumbnail images. To view each short video clip, click
on the thumbnail. You can also select to display the results in a list view.

You can then click to open any clip of your interest. Each marked event clip will be
indicated by a lighter color on the timeline. You may then select clips of your interest
and click the "Select clips to export" button. The associated clips can be exported to a

USB thumb drive.

The playback video window is located on the right. Click on the Expand/Shrink button
to watch the video in a full screen.

You can use the Esc button to leave the full screen. Click to select another thumbnail, or

use the < or > buttons to view the previous or successive clips.

If you find important events, use the Export function to mark the start and end points on
the timeline to export a video clip. By default, the export length varies depending on the

appearance of moving objects.
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Instead of the thumbnail view, you can also change the display of search results
using the list view.

Note that when exporting video clips, each clip is selected using a small checkbox
on the upper left corner of the thumbnail.
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3-3-4. Deep Search

NOTES:

The Deep Search function uses Al empowered by VIVOTEK Al cameras to improve
search functionality, and it comprises two main functions: Attribute Search and Scene
Search.

Without relying on scrolling through the video footage frame by frame, VIVOTEK Al
cameras provide object-based metadata to enable intelligent video evidence search.

By utilizing object-based metadata-defined attributes and rules, Deep Search helps
users search for the target of interest smarter and faster.

To use the Deep Search function, make sure you have added the cameras that support
Deep Search and have the time synchronizing among NVR and cameras.

NOTE:
Deep Search in firmware 4.2 or newer supports some premium and mid-range camera
models. Please visit VIVOTEK's website for details of the supported cameras.

The Deep Search panel defaults to the display of all cameras and the search for People.
You can select Vehicle from the pull-down menu. You should narrow down your search
by clicking on the Search in column.

To activate Deep Search, click
on the Deep Search icon in the
toolbar of the NVR live view cell.
Considering performance, a
camera supporting Deep Search
will not display in the Smart
Search Il device list.

When using Deep Search, do
not select more than 10 cameras
to obtain the best search
experience.

The maximum number of deep
search cameras is 10 when non
RAID is applied and dual
monitor is off.

Deep Search will be switchable.
Please check “Recording “
section for further settings.
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Select one of the following object types from the pull-down menu:

* People
* People with attribute
*  Vehicle

e Vehicle with attribute.

200+ Results

200+ Resiiles

Select "People with attribute" or "Vehicle with attribute" if you want to find people
or vehicles with specific appearances. Note that this search only applies to some
premium camera models. Please visit VIVOTEK's website for details of the
supported cameras. :

B9 Results

People with attribute

. People: Gender, Age,
Clothing color

. Accessories: Backpack, Hat




Vehicle with attribute
. Vehicle: Type, Color

200+ Results

From

October 05, 2022 October 06, 2022

15:30 15:30

Select Attribute Search or Scene Search.

Attribute Search:
Find the people or vehicles with specific appearances from multiple cameras.

Vehicle

Wehicle type




Scene Search:
Search for the object appearing 200+ Results
or lingering in the virtual area or
crossing a virtual tripwire.

Note that this search can only
be applied to a single camera.

Users can click the button to
select a search rule type:

* Intrusion: Draw a closed area
in which you want to find
related people or vehicles
staying in this virtual area.

* Line crossing: Move the
nodes to draw a tripwire
to find related people or
vehicles crossing this virtual wire.

» Loitering: Draw a closed area
in which you want to find
related people or vehicles
staying in this virtual area for
more than a specified period.

Click Search to begin your A

search.

The number of results will
be shown at the top of the
results area.

If there are more than 200
search results, only the
latest 200 results will be
listed.

it (e Far i

Select a rule type

Tnbrsion Lirs g

| i
—

el lifr o exnr

Sart by Lame

FESSBIEHY

oY
i




If there are search results after performing Deep Search, you can play each
corresponding video thumbnail and take snapshots as needed.

Select djps to-export

+ Sort by time

FE9382EHV

00:14

FE9382EHV

02 - FE9382EHV
2023.11.241

FE9382EHV
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IMPORTANT:

1.

o~

Not all the cameras support finding all the object types. When users select one
type of object, only the supported cameras will appear in the camera list. By
default, all the cameras that support the object type will be selected. Users can
click the device list and choose the cameras.

When selecting multiple colors for clothing, the results will show objects with any
of the selected matching colors.

When searching for people with multiple accessories, the results will show objects
with all the selected matching accessories.

When searching for motorcycles or bikes, color attributes are not supported.
Please visit the VIVOTEK’S website and check supported cameras for Deep
Search. (https://www.vivotek.com/ai-driven/deep-search-system-requirement)

d © 4 Re 6

Deep Search
Object
People with attribute
Came
Select camera(s) to search clips
From To
November 24, 2023 November 24,
16:17 17:17
Scene Search

Available with on
Upper/Lower body clothing color

When selecting multiple colors, the results will

show objects with any of the selected
Attribute Sear:
matching colors.

Gender Accessories
When selecting multiple accessories, the
results will show objects with all the selected

matching accessories.

o
Adult

Upper body clothing color

Lower body clothing color
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3-3-5. Smart VCA event search

This search panel enables the search for the detection results from Smart VCA analytics
functions. They include:

* Line crossing detection A Wpien

* Intrusion detection

* Loitering detection

* Face detection

* Missing objection detection
* Unattended object detection
* Crowd detection

* Running detection

* Parking violation detection

* Smart tracking detection

The event search takes effect when the
related cameras are currently recording
videos to the NVR.

The search function helps sorting through hours of videos, enabling you to quickly find a person
or an event of your interest. This facilitates an effective search for a deployment across large
surveillance areas. VCA events are recorded along with video recordings.

The NVR automatically detects cameras that come with the video analytics functionality. Note

that the video analytics configuration should be separately configured on individual cameras;
such as drawing the detection zone and detection line for Line-crossing detection.
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You may also refer to the following documentation for more information about video analytics:

1. Smart Motion Detection User Guide.
2. Smart VCA User Guide.
3. Smart 360 User Guide.

On the live view, you can also see the analytics rules and the bounding boxes indicating the
detected objects while the analytics is taking place.

)

Tracking block / 5 #Beiec’f_on line or J
Bounding box etection zone.
ylir 1N

! Detected object

e Visual identifier ]
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Below are the short introductions to these analytics functions:

Line Crossing Detection

The Line Crossing detection detects one or multiple people crossing a virtual tripwire. The
traffic direction can be assigned on screen for people passing the line in one specific direction
or in both directions.

The applicable scenarios of this feature can be:
* Detects someone who enters a driveway, entrance, or exit through the virtual line.
* Detects and triggers an alarm in a predetermined direction.

* The detection line can be used as a fence boundary to know if someone has crossed the
articulated line around a perimeter.

Intrusion Detection

VIVOTEK Intrusion Detection can be used to detect people entering or leaving a virtual
area in the camera field of view.

The applicable scenarios of this feature can be:

* Detects when a person enters a bank vault or school after office hours.

* Detects when a person leaves an emergency exit or fire escape, or any place that is
normally forbidden from access.
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Loitering Detection

The Loitering detection can be used to detect a person of a group of people lingering in an area
for longer than a preset time threshold.

The applicable scenarios of this feature can be:

* Detects when a pserson is loitering at a walk-up of ATM lane.

* Detects when a person is loitering in a high-theft area of a store, or to prevent vandalism and
break-ins.

* Detects when a person is loitering in an area that is normally not an access for visitors.

Missing Object Detection

The Missing Object detection can be used to detect the removal of a predefined asset from a
surveillance scene.

g0 O

pd O

The applicable scenarios of this feature can be:
* In a campus setting, the Missing Object feature can be used to monitor high-risk areas for
theft, such as the administrative offices, computer labs, or science laboratories.

* Detects when theft occurs in storage areas or warehouses. It is helpful when there are security
personnels monitoring the scene, yet their attention went down through time.
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Unattended Object Detection

The Unattended Object detection can be used to detect objects intentionally or unintentionally
left in scene.

The applicable scenarios of this feature can be:

* Detects objects placed in front of an emergency exit.
* Detects objects left on subway tracks, platform, on a bridge, or in a bank lobby.

Face Detection

Face detection detects the presence of human faces in the field of view.

The applicable scenarios of this feature can be:

* By tagging the video frames which contain facial features, the administrator can later search
for the video clips with presence of these faces in a more efficient manner. Instead of
searching through hours of recordings, face detection can facilitate the process of forensic
search in recorded videos. Objects irrelevant to facial features will be filtered out.
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Crowd Detection

Crowd detection calculates the number of people in a specific area. When the number exceeds

a preset number, an event is triggered.

The applicable scenarios of this feature can be:

* Detects the congestion when the number of people in a region exceeds a preset number, e.g.,
10 in a waiting line. For example, at an airport, when too many passengers are waiting in line,
new checkpoints can be opened, and they can be directed to other checkpoints.

* To monitor a special area where at most one person is allowed inside. For example, one
person is normally allowed in the area in front of an ATM machine or a strictly guarded
entrance. Tailgating can occur if one uses his/her access card to open a gate while the other

sneaks in following behind.
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Running Detection

Running Detection can be used to detect people running from a crime scene or rioting
occurs in a virtual area, such as gang fights. The algorithm can detect abnormal running
behavior with a speed higher than the normal walking speed.

Ml

—
—
—

The applicable scenarios of this feature can be:

* Detects when a person is running from a crime scene.

* Detects unusual events when one or many people are running at abnormal speed such
as on a plaza, shopping mall, etc., that is normally calm with casual activities.
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Parking Violation

The Parking Violation detection helps when vehicles stay still for a period of time in an
area. You can configure an area where parking can cause problems. You can configure
an event notification when vehicles stay longer than a configurable period of time, e.g., 20
seconds.

The applicable scenarios of this feature can be:

* Detects abnormal parking on the side of the road.
* To receive notifications when someone parks in front of an important access.
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Restricted Zone

The Restricted Zone is a conditional detection where an intruder can be detected by

entering a Restricted zone. The workers inside a facility will not trigger an alarm by entering
a Defined zone first and then enter the Restricted zone.

Intruder Your employee

Zone1

--—--_

Defined zone

The applicable scenarios of this feature can be:

* Detects and triggers an alarm when a person or vehicle enters a restricted zone while
someone passes through two zones will not trigger an alarm.
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Smart Tracking

Below are some basic information for the Smart Tracking feature:

1. The detection takes place at the pre-configured Preset positions. Tracking can only
take place during a patrol dwell time.

2. The PTZ camera then moves its lens to track the object found until the object moves
away from the scene, or enters a shelter (e.g., getting into a car). The PTZ camera
may lose the track when the field of view is blocked by a building. The camera then
loses the track.

3. The camera zooms in on the object when it is detected.

4. A person cannot be detected when he is squatted, crawling, or riding on a scooter
or bicycle since his body silhouette is merged or destroyed.

5. Once the camera stops tracking an object, the FOV will return to the Home position.
6. The maximum tracking range is 200 meters in radius.

7L~ Moves to track

T — i / a person.

People detectio@ o |
g

Home position
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The Smart VCA search function can be accessed from the main portal using the Search button.

When you are at the search panel, click on the Smart VCA search tab.

1. Select the cameras that generate VCA events. Select at least one camera.

2. Configure the time span within which the events occurred. Use the pull-down menu to change
the From and To times.

3. Select the Event types, namely, the pre-configured VCA analytics rules. Note that the event
rules should have been properly configured on the individual cameras.

© A A&

Select individual cameras or
Smart VCA event search

all cameras

Camera list

Fradm
Select the span of

Dectober 06, 2022 “  October 07, 2022 ; time you want to
sort through.

id 03 14 03

Evenil type

Al mantis

All #verits
Line crossing detection

Intrugion detection

Select one or multiple
event types.

Loltering detection
Face defecibon

Missing object detection

Unattended objeo defection
Crowd detection

Runming detection

Bestricted xane defedtion

4. Click the Search button to begin the search. Depending on the scale of the search (how many
cameras involved, and the span of recordings in search), the search should be completed in a
few minutes.
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5. The search results will display as thumbnail images. To view each short video clip, click on
the thumbnail. The playback video window is located on the right. Click on the Expand/Shrink

button to watch the video in a full screen.

You can use the Esc button to leave the full screen. Click to select another thumbnail, or use
the < or > buttons to view the previous or successive clips.

® 4 & " m

Smart VCA event search

The default for the event recording setting is 5 seconds for pre-event, and 20 seconds for the
post-event recording. You may change the parameters if the need should arise.

Recording 01 -Camera 01
Madia 02 - Event duration
Image s Duration of camera events for next
: — 10 303
: 04 - gger:
Motion d... Pre-event recording:
PTZ settin... Post-event recording:

You may then select clips of your interest and click the "Select clips to export" button. The
associated clips can be exported to a USB thumb drive.
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You may use the sort menus on the upper right to sort your search results. If using the "Sort
by event type" option, events of different types will be displayed in a successive order.

Select clips to export

Sort by time +
Sort by time +
Sort by camera

Sort by event type

s o - A
& e 1

When exporting video clips, mouse over and select the small checkboxes on the thumbnails.
Single-click to select video clips. When the selection is done, click the Export button to
proceed.

66 Results

Play all Export Cancel

Select all Sort by time +
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3-3-6. Storyboard

The Storyboard interface provides a glimpse of past recordings over a timeline. It looks and
operates like doing the film editing after a film was shot.

To enter the Storyboard window, click on the Storyboard shortcut on the upper-left of screen.

Below are the screen elements of the Storyboard window:

Camera selector

Timea saloctor

Search button

Fore- & backwand
huttons

00:00 00:00

~—\ - X 22— 7/
ﬁ Snanshots during the time
span

N

Click to enter a shorter time span

To search for a particular video footage, select the target cameras and the time of recording. On
the Storyboard, the timelines of up to two cameras can be displayed.

"‘p 01 - Camera 01,02 - Camer.., 'K April 08, 2014

- Camera 01

- Camera 3-FD8154

Felisct o Hate Q.

Click on the Search button .
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Mouse over the line of snapshots to display its time of recording. Click on a snapshot of your
interest. The time of recording is immediately displayed on top of it.

00:00 00:00

The detailed search is based on a narrow-down criteria. The search begins from a 24-hour time
span, and then moving in to a 4-hour, 1-hour, 10-minutes, and 2-minutes span. When the screen
displays a 24-hour span, each snapshot represents a 3-hour time span.

Each click on a snapshot brings you deeper into the timeline.

24 hours  Below is a sample screen showing the screen of a one-hour time span. Each
snapshot represents a point in time 7.5 minutes apart. Click on a snapshot of
\L your interest to get deeper into the timeline.

4 hours
Time span:
1 hour

1 h\T,ur

10 mins %

\|/ 22:22:30

2 mins P ©22:30:00 22:37:30




If you find yourself in the wrong segment on the timeline, use the buttons on the upper-right
of the screen to travel.

The definitions of these buttons depend on the time span of your current position. For
example, if you are in a 4-hour time span, the "Back to previous state button" will bring you

back to the 24-hour time span.

Back to Previous Next
previous state || # hours/mins||# hours/mins

The smallest time span is 2 minutes. And on the screen of 2-mins span, each snapshot
represents a 15 seconds video footage.

You can then click on the Play button u to playback the recorded footage.
03:15:00
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The playback window will appear. Please refer to page 67 for the operation details.

To return to the Live View window, click on the Back to Search recording clips button and
the Back to Live view button on the upper-left of the screen.
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3-4. Export recordings

The Export recordings button allows users to directly select a piece of recordings by a
specific camera, and export that to a USB thumb drive. Users can select one or multiple
cameras, select a period of time in which the recording took place, and then click export.

The max. length of recording export is 24 hours.

To export recordings:

1. Attach a USB thumb drive formatted in FAT format to the NVR's USB port.
2. Select one or multiple cameras from the list.

Export recordings

Select time

Fram 3
Seplembar 21,2015 i

sepembar 11, 2001%

LMo Sdhes of clip et Tor sxpas

3. Select the start time of the period of recording time.
4. Select the end time of the period of recoding time.
5. Click the Export button.

A tar file containing a log file will also be created, including the information for export
time, user, camera name, recording time span, etc.
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6. The Export progress will be shown.

7. When the Export process is done, select to resume another export or go back to the live view.

Export sucoassfully

Note that the Export process can take a long time if the time span of the selected video is very
long.
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3-5. Settings
3-5-1. Settings - Overview

You can check the estimated remaining recording time on this page.
Settings
1]  overview

Camera connection
Camera

larm 17 m 2% 3

e 9 10 11
Usger

17 18 19

25 26 27

Storage
=i

Estimated recording days




3-5-2. Camera add/edit

Starting from firmware 4.6, NVR lets you add and edit cameras on a new single page. See
the information below for details:

» Configure factory default VVTK cameras with the NVR password: Turn on this option if you
want to use the same NVR password for each VIVOTEK camera with factory default settings.
In other words, this option does not apply to VIVOTEK cameras with existing usernames and
passwords.

* Auto stream settings: Let the NVR automatically decide the video stream parameters.

KOG P




To add cameras to your NVR:

Click Refresh to make sure your NVR detects the latest camera list in the network.
Choose a camera type from two categories: VIVOTEK and ONVIF protocol.

Tick to select the cameras you want to add from the left found camera list.

Click the right-arrow button to move the selected cameras to the right Camera list.
Check each camera’s status. If the Status column shows “Unauthorized”, click “...” > Edit
and enter the authentication information. Then, click Save.

abrownN =

Edit camera

Camera name

Binding

Pratocol

Camera channel

Model

MALC

Username

Password

Apply password to all cameras

Cancel




6. The Status should change to “Authorized” now. To verify the camera connection, click the
camera item to see the live view and its network connection information.

Camera list | Add manually

\
D
-

@ Authorized

A Unauthorized 00-02-d1-sa-c0-c2 LU Camera 01
10.42.2.70
A Unauthorized 00-02-d1-b2-Ge-de

FD91959-H

VIVOTEK

00-02-d1-b5-cb-8f

To add a camera manually:

—

Click Add manually.
2. Select the right protocol and enter the required information, such as the IP address,

username, and password.

Add manually

Camera name

Protocol

Usermame

Pazsword

| Apply password to all cameras

3. Click Save.



Camera position

To change a camera’s position on the Live view layout, in your local console select Display and
click Change layout. Then, click a style > Select to make your choice.

You can set your camera network configurations in this section, for the detail settings information
please refer to related camera user manual.

I Eamein 10

Carnacs antadnk

3R Npplkwicre  PTI miting

{17 romraion Pordloresrdag

Lipricie Perrrme




3-5-3. Settings—Camera—Recording

Recording options
On the camera Recording page, you can configure the following:

1.

~N O o b

© 0o

Configure the duration of camera events, for the concern that camera can be too
frequently triggered.

. Enter the Pre- and Post-event recording time. The triggering events can be DI, DO,

Motion detection, PIR, or Tampering detection. A recording length of 10 seconds of
pre-event and up to 300 seconds of post-event can be configured.

. The default recording stream is Dual Stream. You can still change the streaming

characteristics. Note that you cannot assign the recording task to other video
stream.

. Enable or disable audio recording. Note that audio transmission through HDMI
. cable is currently not available.
. Change the life expectancy of the recording data.

. You can apply a typical configuration to all cameras using the Apply to all cameras

checkbox.

. Smart Search Il will be disabled if Deep Search is turned off.
. Enable or disable Deep Search with particular camera. The function will not be

available if the selected camera does not support Deep Search or without the
VCA license.

Dual stream recording is also supported if the need should arise.

Arcnnding aptions Srhrdile

= Carnrrs 01

Event duration

Stream

lecunding slisam

Orther options
7 - Camera 1 )
Walenesk presawnd:
2 - Camera 12

13- Camera 13

- Camicra 14

ypree Aoply eo all cameras
20 - Carmera 20 i 2



Also, if you enable seamless recording recovery on mainstream (while an SD card is installed
in the corresponding camera), you can ensure the video recording will continue if the network
connection or electric power is interrupted. That is, after the network connection or electric
power restores, the NVR will recover the videos recorded on the SD card and ensure the video
recording is not interrupted. In other words, in the event of network connection loss or power
interruption, Seamless Recording activates to safeguard video recordings. By seamlessly
backing up recording data to the SD card installed in the corresponding camera, users can
ensure the preservation of critical footage under various circumstances.

NOTES:

1. Recording data will not be backed up if the camera is connected to the NVR's PoE port in
the event of a power interruption on the NVR.

2. Please ensure that each specific camera is equipped with a compatible SD card for
seamless recording functionality. RTSP & ONVIF cameras do not support seamless
recording recovery.

3. Do not update the clock on the camera if seamless recording recovery is in progress. This is
to avoid possible repeated playback or broken video files.

4. If avideo file is being recorded while the network connection or electric power is interrupted,

this video file is corrupted. So, seamless recording recovery does not apply.
5. You can refer to the User Manuals that come with your network cameras for more
discussions of these configurable options.
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8. Watermark password: Configure a password in a length of 16 to 64 characters.
You can use it to verify the authenticity of exported videos using the included video
player.

= Select File > Verify Watermark.

armmeemn . £nter the password to verify. If the

Not match value is 0, the video is the
original and has not been tampered
| with.
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Recording Schedule

By default, all video feeds from cameras are recorded at all time. You can modify the recording
task using the schedule tool:

1. Click to select a recording condition's checkbox—1. Continuous recording ¥4, Event recording

., and 3. Clear . (no recording).

2. Click and drag on the cells on the timetable. For example, to stop the recording during a
period of time, select the Clear checkbox and move the cursor across the timetable minimum
unit on the table is half an hour.

3. You may also use the scheduler tool on the right to facilitate the process. You can select a
condition checkbox, and then select the All day, Work hour, Off duty, Working day, Weekend
options to apply a time selection.

4. Repeat the process on individual cameras or select the Apply to all checkbox if the schedule
can apply to all cameras.

5. When done with the configuration, B continuous recording

click on the Apply button.

Default schedules

Note that Event-triggered recording Altday

and continuous recording cannot
be taking place at the same time.

Work hour

Off duty




3-5-4. Settings—Camera—Media

The NVR automatically changes camera stream settings when cameras are added.

If users want to manually configure camera stream setting, they can disable this function.
The default for the automatic configuration is,

* Main stream: H.265 5M
* Sub stream: H.264 360p

The Main stream is set for higher video resolution & Network bandwidth use. The Sub
stream requires lower video resolution & Network bandwidth. Users can not associate
individual camera stream with either the Main or Sub stream.

* Main stream: the 1st stream of camera with H.265/5Mbps/max frame rate.

* Sub stream: the 2nd stream of camera with H.264/360P/1Mbps/max frame rate

* If the connected camera does not support the values described above, the NVR will take
the value close to the specifications (resolution/ bitrate)

» The Main stream is applied with 2x2 or other layout of a larger view cell.
« The Sub stream is applied with 3x3 or other layouts of a smaller view cell.
On a local console, the P (Panoramic or M (Middle) view cell will display the Main stream.

On a web console, the Main stream is displayed on a 1x1 layout. The Sub stream is
displayed on other layouts.

For Playback:
Only the Main stream is selected for Playback display. The exported clip file should be the
same as selected as the stream type. The Main stream will be the default.




The NVR adaptively selects to display a video stream of a different resolution when it is
displaying on a smaller view cell or a full screen.

By default, the Recording stream is Main Stream, which is recorded to the H.D.D.

114



Video

The Video window allows you to configure all video streams (the no. of stream available can be

different for different models). You can configure the following:

1. Main stream/ Sub stream: Select to configure two basic categorized streams.

2. Codec: video compression codec in H.264, MPEG-4, or MJUPEG. Note that MPEG-4 is not
supported for Live view.

3. Frame size: video resolution. Note that due to the limited CPU resources, you may not be
able to change the resolution to a very high value, e.g., SMP in the 1920x1920 resolution.

4. Maximum frame rate: the highest frame rate.

5. Intra frame period: How often an I-frame will be inserted into the video stream.

6. Smart Stream Il: Some newer camera models come with Smart Stream features. Please refer
to the next page for detailed information.

7. Video quality: You may either select Constant bit rate or Fixed Quality as the defining rules for
video transmission:

Constant bit rate Places a packet size threshold on video frames; This guarantees
the frame rate per second performance, yet image quality can
be compromised if bandwidth is not sufficient in your network
environment.

Fixed Quality Guaranteed video quality, and to ensure image quality, some frames
may be dropped when bandwidth is not sufficient.

When done with the configuration, click the Apply button.
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m Dynamic Intra frame period
High quality motion codecs, such as H.265, utilize the redundancies between video frames to deliver
video streams at a balance of quality and bit rate.

The encoding parameters are summarized and illustrated below. The I-frames are completely self-

referential and they are largest in size. The P-frames are predicted frames. The encoder refers to the
previous |- or P-frames for redundant image information.

H.264/265 Frame Types

PI1 PPPPPPPI PPPPPPPI

By dynamically prolonging the intervals for |-frames insertion to up to 10 seconds, the bit rates
required for streaming a video can be tremendously reduced. When streaming a video of a
static scene, the Dynamic Intra frame feature can save up to 53% of bandwidth. The amount of
bandwidth thus saved is also determined by the activities in the field of view. If activities occur
in the scene, firmware automatically shortens the I-frame insertion intervals in order to maintain
image quality. In the low light or night conditions, the sizes of P-frames tend to be enlarged due
to the noises, and hence the bandwidth saving effect is also reduced.

Streaming a typical 2MP scene normally requires 3~4Mb/s of bandwidth. With the Dynamic Intra
frame function, the bandwidth for streaming a medium-traffic scene can be reduced to 2~3Mb/s,
and during the no-traffic period of time, down to 500kb/s.

A A Dynamic Intra Frame w/
| N static scenes

Static scene

PIPPPPPPPPPPPPPPPPPPPI

> |

N A Dynamic Intra Frame w/
E o activities in scenes

PIPPPPPPPIPPPPPPPIPPP Activities
< > | < >
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m Smart codec effectively reduces the quality of the whole or the non-interested areas on a
screen and therefore reduces the bandwidth consumed.

You can manually specify the video quality for the foreground and the background areas.

3matevcam |
W Dymamis inks Fame pariod (Help!

l¢| smat cadas

ot I Slide bar to the right - higher quality in the ROI
i :mulwmum'—_-_,n_!m . areas
. Slide bar to the left - higher quality in the non-ROI
B usee can gauss Bie Guaily bedaoge Dexvees KU Ksaun ol e
andnan-RO 333 AN i Sesch dhs o077 alds 2ime mam cually areas.

EAOTRY TR R4 1o, wharaos masng he zekenr i he ok zlde ghet mare
Ul il o0 e A

Zempk:

Select an operation mode if Smart codec is preferred.

- Auto tracking: The Auto mode configures the whole screen into the non-interested area.
The video quality of part of the screen returns to normal when one or more objects
move in that area. The remainder of the screen where there are no moving objects
(no pixel changes) will still be transmitted in low-quality format.

- Manual: The Manual mode allows you to configure 3 ROI windows (Region of Interest,
with Foreground quality) on the screen. Areas not included in any ROl windows
will be considered as the non-interested areas. The details in the ROI areas will be
transmitted in a higher-quality video format.

As illustrated below, the upper screen may contain little details of your interest,
while the sidewalk on the lower screen is included in an ROl window.

2013/6/3 11:31:24

——

Restore | | Close I [ Save
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As the result, the lower screen is constantly displayed in high details,
while the upper half is transmitted using a lower-quality format. Although
the upper half is transmitted using a lower quality format, you still have an
awareness of what is happening on the whole screen.

- Hybrid: The major difference between the “Manual” mode and the “Hybrid”

CQuiality priority: (Help)

mode is that:

In the “Hybrid“ mode, any objects entering the non-interested area will
restore the video quality of the moving objects and the area around them.
The video quality of the associated non-interested area is immediately
restored to normal to cover the moving objects.

In the “Manual” mode, the non-interested area is always transmitted
using a low-quality format regardless of the activities inside.

J—u—l

- Quality priority: Use the slide bar to tune the quality contrast between the ROI

and non-interested areas.

The farther the slide bar button is to the right, the higher the image
quality of the ROI areas. On the contrary, the farther the slide bar button
to the left, the higher the image quality of the non-interested area.

In this way, you may set up an ROl window as a privacy mask by
covering a protected area using an ROl window, while the remaining
screen becomes the non-interested area. You may then configure the
non-interested area to have a high image quality, or vice versa.

You should also select the Maximum bit rate from the pull-down menu as the
threshold to contain the bandwidth consumption for both the high- and low-
quality video sections in a smart stream.
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Audio

The Audio window allows you to configure all audio codec, sampling rate, and Microphone input
gains. Depending on design of the camera models, some codecs may not be available. Also,
there are cameras that come without embedded microphones.

ameca 0

Mute
Managemers 12 - Camwca 2 .

s 53 [RI=W c09
Audis type  [EFRARS vl oo -
wra 013 o b | o 1

Microphane input gain
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3-5-5. Settings - Camera - Image

Display

The Display window allows users to tune the image display options:
1. Video name: the video name is displayed on the title bar that is displayed on each
view cell. The screen shot below shows a name as "Speed dome."

2. Video name and timestamp: Default is enabled. If enabled, the video name and time
is displayed on the view cell.

3. Color: Select color or black and white display.

4. Power line frequency: Depending on power line frequency of your country, select
a matching option, NTSC 60Hz or PAL 50Hz, to avoid image flickering due to
unmatched electricity.

5. Video orientation: select these options if the image from camera needs to be vertically
or horizontally flipped.

6. Click Restore to poll for the original settings or click the Apply button to finish the
process.
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Day/Night settings

Switch to B/W in night mode
Select this checkbox to enable the Network Camera to automatically switch to Black & White display
during the night mode.

IR cut filter
With a removable IR-cut filter, this Network Camera can automatically remove the filter to let Infrared light
pass into the sensor during low light conditions.

m Auto mode (The Day/Night Exposure Profile will not be available if Auto mode is selected)
The Network Camera automatically removes the filter by judging the level of ambient light.

m Day mode
In day mode, the Network Camera switches on the IR cut filter at all times to block infrared light from
reaching the sensor so that the colors will not be distorted.

m Night mode

In night mode, the Network Camera switches off the IR cut filter at all times for the sensor to accept
infrared light, thus helping to improve low light sensitivity.
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Image settings

The Image adjustment window allows users to tune the basics about image display
options:

o OB~ WDN -

. Color: Select to display image as color or black and white.
. Brightness.

. Saturation.

. Contrast.

. Sharpness.

. High TV line, Gamma curve, low light compensation, etc. The rest of the options

depend on the lens and image sensor type of each individual camera. Therefore,
the options here can vary. For unique options coming with each individual camera,
please refer to their User Manuals for more information.

Click Restore to poll for the original settings or click the Apply button to finish the
process. For features common among cameras, you may select the Apply to all
cameras checkbox.

Scheduled:
Configure a different image settings for a different span in time, such as the night
mode, with a different lighting condition.
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Exposure:

Enable WDR Pro: This refers to the Wide Dynamic Range function that enables the camera
to capture details in a high contrast environment. Use the checkbox to enable the function,
and use the slide bar to select the strength of the WDR Pro functionality, depending on the
lighting condition at the installation site. You can select a higher effect when the contrast is high
(between the shaded area and the strong light behind the objects).

Enable WDR enhanced: This function allows users to identify more image details with an
extreme contrast from an object of interest with one shadowed side against a bright background,
e.g., an entrance. You may select the Enable WDR enhanced checkbox, and then adjust the
strength (low, medium, high) to reach the best image quality.
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Focus:

Enable WDR Pro: This refers to the Wide Dynamic Range function that enables the camera
to capture details in a high contrast environment. Use the checkbox to enable the function
and use the slide bar to select the strength of the WDR Pro functionality, depending on the
lighting condition at the installation site. You can select a higher effect when the contrast is high
(between the shaded area and the strong light behind the objects).

Enable WDR enhanced: This function allows users to identify more image details with an
extreme contrast from an object of interest with one shadowed side against a bright background,
e.g., an entrance. You may select the Enable WDR enhanced checkbox, and then adjust the
strength (low, medium, high) to reach the best image quality.

5. Wait for the scan to complete. After a short while, the clearest image obtained should be
displayed and the optimal focus range achieved. Use the arrow marks on the sides to fine-tune
the focus if you are not satisfied with the results. You may still need to use the arrow marks to
fine-tune the focus depending on the live image on your screen. “>” means moving from wide to
tele end; and “<” tele to wide.

The methodology of using the Resize Buttons at the upper left corner of the streaming window is
the same as that on the home page.

Exposure, Focus, Privacy mask, Lens

For specific image settings, refer to the camera's documentation for details. Cameras coming
with different lens or zoom modules will display different configuration parameters.
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3-5-6. Settings—Smart VCA Detection

Motion Detection

To set up a detection window:

1. Select a camera by a single click.

2. By default, the camera height as shown on the NVR is set to AUTO. You can also
enter the installation height of the camera. The message will prompt, asking for a
correct height information.
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3. Select a detection type: Intrusion detection, Line crossing detection, or Loitering
detection.
4. Click Select.

Sedect 1 detection type

Instrusion detection Une crossing detection

- Detect objects entering or lesving a Detects objects crossing a virtual
virual area, trip-wire.

4 People i People

Loitering detecton

. Detect the moving speed of a
'ﬂ persion In a scene

4 People
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5. Click and drag to draw a rectangular detection window.

When you are configuring a detection rule related to people detection (e.g., Intrusion,

Loitering, or Line crossing), you cannot place a border point outside the People
Detection area. Smart VCA invalidates any clicks outside the area.

The Detection area of fisheye camera running a Smart VCA package is shown below.

The Vehicle detection area is slightly
different using a different object
analysis algorithm.

For a fixed dome or bullet camera, a simulated floor level (People Detection area) is
displayed on a Smart VCA configuration screen. The Smart VCA detection zones must
be configured to have men walking through this area (their feet within the area).

FOV

People Detection area

6. Click the Apply button for the configuration to take effect.
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3-5-7. Settings—Camera—Motion Detection

Motion Detection

To set up a detection window:

1.
2.

3.
. Pull the detection area level up to a preferred position. An object must be larger

Select a camera by a single click.

Use the PTZ panel to move to a field of view where you want to place a detection
window.

Click and drag to draw a rectangular detection window.

than the detection area to trigger an alarm.

. Select a Sensitivity level using the slide bar.
. Click the Apply button for the configuration to take effect.

The sample screen shows a connection with a speed dome camera.
If you already configured Preset positions, expand its menu and click on the
presets to move to a position.
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3-5-7. Settings - Camera - PTZ settings

To configure PTZ preset positions:

1. Select a PTZ camera by a single click.
2. Use the PTZ panel to move to a field of view where you want to designate as a
preset position.

3. Click the add button, and enter a name for the position. Press Enter to proceed.
Repeat the configuration to create more positions.
4. Click the Apply button for the configuration to take effect.

Note that the PTZ panel can vary with different PTZ cameras.
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To configure a patrol:

1. Click to enter the Patrol menu. Select a preset position if you want to change its
position on the patrolling order.

2. Click the up and down buttons to change the position on the order, or click the
remove button to disband a position from the order. You can also change the
interval to stay before moving from one position to the next position.

3. Click the Apply button for the configuration to take effect.

4. You may then click on the Preview patrol button to see if it runs as expected.

5. Click on the Back to preset list button to return to the preset window.

Fisheye camera has its unique options such as the mount types.
Please refer to page 188 or the camera's User Manual for fisheye display mode options.

01 - Camera 01 &

02 - Camera 02 Video name:

03 - Camera 3-FD8154 videoname and [ Show onimage and
timestamp: snapshot

04 - Camera 04
Powerline soHz ) 60Hz
frequency:

Video orientation: [JJ] Flip B wirror

Fisheye mount type: O Ceiling Wall Floor
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3-5-8. Settings - Camera - Port forwarding

You can associate an external port number to the cameras managed by the NVR. You can then
configure the router, virtual server or firewall, so that the router can forward any data coming into
a pre-configured port number to a network camera on the private network, and allow data from
the camera to be transmitted to the outside of the network over the same path.

From Forward to
122.146.57.120:8000 |192.168.2.10:80
122.146.57.120:8001 |192.168.2.11:80

When properly configured, you can access a camera behind the router using the HTTP request
such as: http://122.146.57.120:61001

If you change the port numbers on the Network configuration page, please open the ports
accordingly on your router. For example, you can open a management session to your router to
configure access through the router to the camera within your local network. Please consult your
network administrator for router configuration if you have troubles with the configuration.

Fort fanwarding

| [ Lemmrni pmert

NOTE:

1. This port forwarding feature does not support legacy cameras connected via the RTSP meth-
od.
2. The configurable range of port numbers is between 61001 ~ 61128.
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3-5-9. Settings - Camera - Update firmware

Prepare the camera firmware files in a USB thumb drive. Connect the thumb drive to the NVR’s
USB port.

Select a camera, and click the upload button.

Update frmmere

An upload panel will appear. Select the firmware file. Click the Upload button.

BFA NAME 1 TR, LS

< USE devica B

[ ] Update firmwane

foldar b

foldar ¢

[ ]

]

I foiderd
B foldere
]

fodder
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The Batch upload function allows you to update the firmware of multiple cameras. The firmware
update can take place on up to 8 cameras at a time. The Waiting... message will display for
cameras that are waiting for the update to take place.

Different messages can appear with different update results.

1. Update successfully.

2. If interrupted. + 1.Firmware revision number will be
' y
Complete 16 updste 1 3. Failed to update. Please check your device. updated, if successfully updated.
4. If the same revision is discovered, firmware displays Invalid firmware or upgraded the same version of firmware.

Untatn Peevae
Incorded e d fervawe S ® Mt Cavee e
b kel g M b e r e (2 O1 Camare Tere Carers Cur e rare Seo (AU SR TN onome
Neds B 2 ierncacary B Y VIR 1012 1 w1 0 Y g wnsk
B & hAvngeucvacuadaomanad 8 Camuoan Tes 133 EE Il
Nabar ceaetcy
3 Carana e T Ve
T2 aviiga B ¢ rongeie Naas b sordwie  5-Cvren were 1751061 128 Fravar s
A Brraie 31 VAT 1N AN Y MO . . .
& ¥i-Caren swre AR 1 W fenns
R ] B &b
T7-Catats 1ere LS U R rar wole
b Lrmmns - Carara Tere Trmes e e o
u D Usdwrsszescily ey A s L e
B 0 usecoaay WCHT e A EA TSR b nut
n R R L Rl SRt k] e
a-
"
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3-5-10. Settings—Alarm—Alarm

The events reported from individual cameras' digital inputs, digital outputs, and motion detection
can be accommodated in the NVR system's alarm settings. These events will then be reported
or trigger corresponding actions as follows:

-

. Record the video by the time the event is triggered.

. Reporting events via Email with snapshots attached.

. Sound the onboard buzzer.

. Triggering video snapshot and text message by the occurrences of events to an FTP site.
. Triggering a camera's DO.

. Triggering a PTZ camera(s) for its lens to move to a preset position.

. Sending alarm notification via HTTP post.

. Sending a full screen live view on the connected monitor.

. Sending notification to the VSS CMS software.

© 00 NO O~ WDN

NOTE: You can create up to 20 instances of alarm.

Hardware connections to Dls or DOs, e.g., window sensors, should be made separately. The
motion detection configuration can be made in the Camera configuration window.

Settings

& Trioer

URL

Authorization:

NOTE: We recommend not to set more than 3 actions to ensure the system stability
when choosing FTP for actions.
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When an alarm is triggered, a message prompt will appear on the Live view or any configuration
window.

14:14 g

2018.02.22

Below is a glimpse of alarm sources and alarm actions:

Sources Actions

System DI Video recording » video footage
System DO Send Email » snapshots
Fan failure Buzzer

PoE error > FTP » snapshots
Disk failure Camera DO

Disk full Pan-tilt-zoom » Pan-Tilt-Zoom
Brute force attack System DO

Full occupancy reached Send to CMS

Full occupancy clear

- Camera sources below Send video to full screen

Camera DI HTTP

Camera DO

Motion detection

PIR

Tampering detection

Camera disconnected

Line crossing detection

Intrusion detection

Loitering detection

Face detection * Camera DI/DO, motion detection, and tampering are not
supported for ONVIF cameras.

Missing object detection

Unattended object detection

Quarantine vent

Cyber attack

Video loss

RAID degrade
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To create an alarm,
1. Click on the Add button | * .

+ —

®  Newalarm

@ Newalarm

Enable alarm;
Alarm name: e alarml
Triggered duration: _ Secis)

You can manually enter a name for the current setting. You can enter up to 16 numeric
or alphabetic characters for the name, including symbols such as [0-9][a-z][A-Z][_][]. You
can also designate the interval between one alarm and the next triggered alarm to avoid
the situation that the alarms can be too frequently triggered.

Click on the next button to proceed.

Please note that on a fisheye camera's Motion window, you can click and move the corner
marks of a window to change its shape. The Motion window does not have to be a square.

3. On the Trigger window, select system triggering conditions, or one or more cameras by
selecting their checkboxes. The number of DI or DOs on each camera is automatically
detected and displayed through individual checkboxes. The Motion detection function, if
there are many detection windows configured on a camera, is all triggered by one checkbox.

Note that the triggering sources will be listed even if the camera is currently not connected.
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You can also find the "RAID degraded" option, which can be triggered when RAID is corrupted
or undetected. In addition, the "Video loss (for video server only)" option (see the above red
box) will be available if connecting to a video server.

You may also select the "Copy trigger from" menu to borrow the setting you previously
configured.

Click on the next button to proceed.




4. On the Action window, you can select the Action type from a drop-down menu. The
configuration details of each action type is discussed below.

4-1. Recording—\When an event is triggered, the selected camera will record a video footage of
the length defined by the pre-/post-event setting, to the NVR system.

s = M 3. action

[< cten oy
o owsarm W oy scten o [
®  Newaarm

Select camera(s] 10 recotd

v Ot Cameratl
02 - Cattere 02
03 - Camefa 3-F0E
O~ Camers 0a

<[5

4-2. Email-The Email action sends an Email to the administrator along with a snapshot of the
event.

To configure Email notification, enter valid Email addresses as the Sender and Recipient
addresses, an Email subject, and the SMTP server address through which the Email will
be delivered. If you need to log in to SMTP server to deliver an Email, enter the User name
and password for access to that account.
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4-3.

The Email subject and addresses can be composed of 254 characters in numeric or
alphabetic characters including: [0-9][a-z][A-Z]_I[ - ILI[@]- You can enter the addresses
of multiple recipients. Use semicolons, (;), to separate the addresses of multiple recipients.

Buzzer - The buzzer is sounded on the occurrence of the event. The buzzer tones are
categorized into: Critical (1 long, 1 sec interval) Major (1 long 2 shorts, 1 sec interval),
Normal (3 shorts, 2 sec interval), Minor (2 shorts, 2 sec interval), and Notify (2 very shorts)
depending on the importance of an event. Select a Buzzer modulation from the drop-down
list.

A long tone has a duration of 1 second, while a short tone 0.5 second. A very short tone
lasts only for 0.1 second.

Select how many times the buzzer tones will be repeated on the occurrence of an event.

1 tatus 2 Tgger 3. Acton -

. Copy action from [REENEIER ~

If events of different importance are issued at the same time, e.g., one major and one minor
event, system will ignore the minor event and sound the buzzer tone for the major event

only. The buzzer can be sounded either by the Alarm actions or the system events. If Alarm
actions and system service events occur at the time, Alarm actions have the higher priority.

If multiple Alarm actions occur, the currently-sounded events can be depleted by the new
event.

There are conditions that the system will sound the buzzer, and the conditions are not
configurable.

1. Disk failure - missing drives or SMART detected failures.

2. Disk full - the free space is too small for recording tasks.
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4-4. FTP-Snapshots from specified cameras can be uploaded to an FTP site on the
occurrence of an event. Enter the FTP site address in the dotted-decimal notation, e.g.,
159.22.151.20. Enter the login name and password for the user account. You can enter
a directory name you prefer on the FTP site. The server port default is 21, a different
number between 1025 and 65535 can also be assigned.

The snapshot thus delivered has a size of 320x240 pixels.
If authentication is not applied, login will proceed using the [anonymous] account.

The file names of the snapshot jpeg files will look like this:
[MAC]_[DATE]_[TIME]_[CAMERA_INDEX].jpg - If similar files already exist, an
additional index number will be added to the end of file name.
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4-5. Camera DO - A triggered alarm triggers a camera's DO, e.g., an alarm siren.

e e -

. Copy action from [EEENEIET

Action type: Camera DO r

)

Camera:

Ii

Do Do-1

4-6. Camera pan-tilt-zoom - A PTZ capable camera can move its lens to the preset position
in case of a triggered alarm. For example, a triggered sensor may indicate an area of
interest has been intruded, and a camera'’s field of view should be moved to cover that
area. The precondition is that you properly set up preset positions on your PTZ cameras
using a local or a web console.

3' Mﬁon _

- Copy action from REEREIE

Action type: Pan-tizzoon

Select camera angle;

!‘
4 .
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4-7. System DO - A triggered alarm can be used to toggle the NVR's digital output, e.g., to
sound an alarm siren.

142



4-8. Send to CMS—An event message will display on your VSS CMS software in the event of
GPS signal loss or G-sensor force exceeds configured thresholds.
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You should also configure a corresponding alarm on the VSS server. Enter the Alarm
management window. Select System Event and begin your configuration.

&Erm ranagernert

Select NVR and a triggering condition, such as the GPS diconnect, as your trigger.
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Select the triggering condition from the pull-down menu.

Configure the corresponding action, and proceed with the rest of the configuration. When
an event is triggered, such as GPS signal loss, or exceptional G-force is detected, an event
message will prompt on screen. You can also search the past alarms to find an event.
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4-10. Send video to full screen—The video feed from a related camera will be displayed on the
occurrence of a triggered condition.

5. On the Schedule page, you can select to activate or de-activate alarm triggers throughout a

specific timeline. For example, in some situations you can disable the alarm triggers during
the office hours, and choose to enable the triggers only during the off-office hours.
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6. Click Finish to end the configuration.

7. Repeat the process above to create more alarms according to the needs in your surveillance
deployment.
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3-5-11. Settings - Alarm - Email

This window provides an interface where you can configure the connection to a Mail server. Via
the Mail server, the system can deliver Emails containing system alarm messages to multiple
receivers. A reachable Mail server and Email accounts must be provided before you can apply
the settings.

The configuration options are identical to those found in the Email configuration in Settings -
Alarm window.
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3-5-12. Settings—System—Information

On this window, you can configure the following:

1. Change the system name. Using a name in different languages is supported via a web
console.

2. Select the Ul text language.

3. Configure system time, time zone, and if you are connected to a DNS server where

Auto Daylight Saving time can be applied, you can acquire the associated setting
from a server within your network. You can use the Auto Setup button to automatically
update the daylight saving configuration. A system reboot is required.

You can also manually update the daylight saving profile in the GZ format using the
Import file button below.

4. Click the Apply button for the configuration to take effect.

Note that if NTP time server configuration (Auto) is preferred, the system will automatically
configure all cameras to be listening to the system, and therefore to the same time server.

A IMPORTANT:

Changing system time can produce disruptions to the existing recordings. Turning the current
system time back to a time when video recording was taking place can generate duplicate files.
And those files may not be playable.
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3-5-13. Settings—System—Maintenance

If the need arises for updating system firmware, acquire the update from VIVOTEK's technical
support or download site. Locate the firmware binaries, and click the Import button. The upgrade
should take several minutes to complete. Note that during the upgrade, the recording task will
be interrupted. A system reboot will ensure whether an update is successful or not.

On this window, you can perform 4 maintenance tasks:

1. Update firmware—Download firmware and save it to a USB drive in the FAT format, attach
the USB device to the NVR for firmware upgrade.

2. Update device pack—A device pack allows you to import associated configurations and
parameters for new camera models so that these cameras can be integrated into your NVR
configuration. The information in the device pack is related to some tunable parameters.

3. Backup-You can back up your system configuration using the Backup function. Click Backup,
a message window will prompt. Click Save to preserve your system configurations.

Select a location for your backup file, then click Save to complete the process. If you back up
to a USB thumb drive, that thumb drive must be formatted using the FAT format.
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Note that the backup action does not involve the following:
1. Recorded videos and database,

2. Alarm records, bookmarks, and bookmarked footages.

4. Restore—If you have a previously-saved profile, you can restore your previous configuration.
Click the Restore button.

A file location window will prompt. Locate the backup file, and click Open. The Restore
process will take several minutes to complete, and system operation will be interrupted during
the process.
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VIVOTEK - Built with Reliability

5. Restore to factory default—Restores the NVR to its factory default status by deleting all data
and configuration files on HDDs. You will need to follow the installation wizard (as described
below) to complete this reset process.

User's Manual - 150




3-5-14. Settings - System - Display

On this page, you can configure the system to consecutively display (rotate) cameras' view cells
on the live view window. For example, if you have 8 cameras in 2 2x2 layouts, the rotation can
let you see the live views of all cameras by every few seconds.

If you have two displays (monitors), you can further choose to duplicate or extend the display
area. For example you can have a 4K HDMI monitor (e.g., selecting the display resolution to
3840 x 2160) as the main screen, while having another VGA monitor (e.g., selecting 720p or
1080p) at the same time.

Also, you can select how to organize two live video layouts on each display one at a time (after
selecting, click Apply to restart the displays). Then, you can continue working on other tasks on
one display while still monitoring your set environment via another display.

How to switch between Main and Sub screens
e Main screen — Click the switch icon in the toolbar. The mouse cursor will then move to the
Sub Screen.
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Main screen

Switch icon
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» Sub screen: Users can change the layout or enable rotation from the toolbar. To return to the
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Switch icon

NOTE:
Users can also switch between the main screen and the sub screen by using the right-click
menu.
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Right-click menu
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Click Change layout to select a video display layout you want and click Select. Then, click
Apply and the Return button to let the display(s) restart to take effect.
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NOTE:
If the maximum decoding capacity is exceeded, no image will be displayed (a notification
message will appear too).
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By following the steps below, users can select or replace the camera displayed in each view cell
to meet their specific security requirements for different scenarios.

1. Click the top right button of the desired view cell.
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IMPORTANT:

Sub screen does not support the following functions.
* layout 4x4 above (4x4 excluded)

* bounding box

* audio
* snapshot
* joystick

+ digital zoom
» alarm action — send video to full screen
alert - 10 second count down before new system configuration saving

To enable the rotate function, click on the rotate button on the layout panel.
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3-5-15. Settings - System - PoE management

When |IP cameras are connected to the NVR's PoE ports, their power consumption is constantly
monitored, and the power budget is displayed on the POE management screen.

The following apply to the PoE connections and PoE management:
1. The total power budget is:
50W

2. Cameras will be automatically enlisted to the NVR. The PoE connection status is polled every
10 seconds.

3. The maximum output for each port is 30W. If you attach a camera with a very high power
demands, e.g., a speed dome with IR lights on, PoE power will simply be disabled on that
port.

4. PoE Plug and Play takes effect after the initial setup. Any cameras connected thereafter
will automatically join the NVR configuration. If you manually delete a camera from list, you
should unplug and then re-connect it to the PoE port before joining the network back to NVR.

5. The above does not apply to ONVIF cameras.

6. For devices that come with multiple video channels, e.g., a video server, each video stream
will occupy a video channel.

7. You can manually enable or disable the PoE output on each port.

8. If port #1, #3, and #4 are connected to powered devices, and power runs short on the NVR.
The ports with smaller port number, e.g., port #1, will be powered first. The ports with a larger
port number will be disconnected first. In this case, port #4 will be disconnected. .

23/200W @

et Tave Paver oed Wy O Qe

88888088 BAABABAAE

157



9. The PoE automatic enlistment does not apply for cameras that come with preset credentials,
namely, password-protected.

10. The PoE port status can reflect the following situations:

PoE enable —PoE is working (port icon displayed in green on the upper-right screen)
PoE turned OFF —PoE manually disabled (turned to OFF)

PoE turned OFF —Port power overload (under camera name)

PoE turned OFF —Total power overload (under camera name)

PoE turned OFF —Abnormal power supply voltage(under camera name)

PoE turned OFF —Non-standard powered device (under camera name)

PoE turned OFF —Port error (under camera name)

GMmMoOOwW»

The Ul text on PoE power consumption will turn red if the total power budget is exceeded. A
warning event message will be delivered as push notification or via email.

11. When the NVR has little reserved power budget, and you attach a new camera, the NVR will
stop supplying power to the new camera.
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3-5-16. Settings - System - UPS

On this page, you can configure the system to gracefully shut down when UPS battery is lower

than a certain level. You may also let it shut down when the estimated sustainable time is
reached.

Back-UPS5 £5 500
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Turn off 2ystem
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3-5-17. Settings - System - Log

System logs are categorized as System, Recording, User, and Error.
To display system logs, select a range of time and click on the Search button.
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3-5-18. Settings - System - Cloud service

You can check the cloud service status on this page.
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NOTE:

If you are an existing NVR user and you have not use VORTEX Connect or VIVOCloud, after
you first-time update to firmware version 4.6 and the NVR reboots, VORTEX Connect will be
automatically turned on. Plus, you will see the following message when NVR enters the live view
screen.

Firmware upgrade complete.

VORTEX Connect cloud service is now
enabled.

Add your NVR to VORTEX from the

System tab in Settings to access
enhanced cloud features.

Continue




3-5-19. Settings — System - Customer support

If users encounter problems with the system, they could export a debug report and send it to
VIVOTEK's technical support.

With an Internet connection, users can also open the Remote access functionality. An access
ID will be generated. They can send the ID to VIVOTEK's technical support for the support to
remotely examine system configuration and errors. Note that you should only allow remote
access when you need the technical support to access and diagnose system errors. There is a
60 second initial timeout when trying to connect to the cloud server.

The remote access will automatically be disabled after 14 days if it is not manually disabled after
the debug. You should not disable the remote access while the debug process is taking place.

Debug logs
=N

Remote access L)

9Dby99cuiNE+MxXYC6Vx3PVKVDXMvrFIjZOM3FMi/DA=

If a network unavailable message is displayed at the lower screen, the network connection
between NVR and cloud server may have failed.

163



3-5-20. Settings—User

The User window allows you to create more users, to change user password, and place limita-
tions on users' privileges and administration rights. Up to 64 users can be created, including
the default administrator.

1. The default admin user account can not be removed, but only edit the password.

2. There are two types of users: Administrator and Regular.
3. The administrator users can access all cameras and functions recruited in the configuration;

while the regular users can be configured to have access to some details of all cameras.
4. The system blocks out the video feeds from users who are denied of the Live access and the

alarms and the alarm-triggered recordings from those cameras will also be inaccessible for
unauthorized users who were not allowed to access the Playback & Export on them.

Frvad deagh T

Adrinbmor

__ IMPORTANT:

The default administrator name and password are admin and admin. It is highly recommended
to change the default password to prevent unauthorized access to the system.
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To create or edit users,
1. Select a User group by unfolding its pull-down menu. Select either an Administrator or
regular user as the user group.

R E=3
e P gl Kk
[ -] et

2. Enter the Username and password. The max. number of characters for a user name is
64, with alphabetic and numeric characters including [0-9][a-Z][A-Z][_I[ I[-1[.1LI[@]. The
max. number for password is also 64.
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3. If you are creating a regular user with limited access to cameras, deselect the checkboxes by

the cameras to deny the user access.

4. Click Apply to close the configuration window. Repeat the process to create more users.

3-5-21. Settings—User-Login / Logout

Login

1.

Login required to view live streaming: If selected, users will be required to enter his/her
credentials before displaying a live view. If not selected, the NVR displays live view first. Login
will be required when performing specific tasks, such as entering the Settings page.

Auto Logout should also be enabled when the NVR can be left unattended for an extended
period of time. Default is 10 minutes.

Camera views will be available for users according to their privilege settings as designated in
the User account configuration. Some camera views will be available for some users, while
others are not.

. Move authorized cameras to the beginning of live view (regular users only): For users who

have access to specific cameras only, he will be required to enter his credentials before
viewing a live view.

Logout

1. Enable auto logout: By default, a user is logged out automatically after being idle for 10
minutes. If not selected, the NVR will not log out automatically. A user can only log out
manually.
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3-5-22. Settings—Storage

The storage page displays the volume information including physical position, total capacity,
used and free space, and associated commands such as Format and Delete. Since each
volume contains only 1 hard drive, detailed information about the hard drive is also displayed on
this page.

You can format an existing storage volume in situations such as when you need to re-deploy the
system elsewhere.
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[ -

YrrTaten

;

uuuuu

[
8
L
L

Disk Information:

Model family: The brand name of the HDD manufacturer.

Device model: The disk model name.

Serial number: Serial number assigned to the disk drive.

Firmware version: The version of firmware running on this disk drive.

Last check: The bad block check or S.M.A.R.T. test previously executed on this drive.

Status: S.M.A.R.T. status polled from the disk drive. This is not the results from a manually-
executed S.M.A.R.T. test.
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Attribute: The various attributes can vary from different HDD manufacturers.

Value: Value for the currently selected attribute.

Worst: Worst value acquired for that attribute.

Threshold: A predefined threshold or triggering value. The threshold below which the
normalized value will be considered exceeding specifications.

Raw value: The detected parameters for that attribute.

Status: The judgement made to deem the current reading as OK or failed.

o1 1 T

Capacity: 149 &3

Irformation:

Model family: Seagate Rarracuda 72005
Device matet STIVGORTIAS

Serial nuenber: SFTOIR0E

Firmware yersion: JAAE

Last checkc

SMART:
Status Possed

Artrdote name.  SEFSEEREEEREETITS

x
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Worst:

Threshous

Verify:
Three types of check disk actions can be initiated through this button.

Note that disk verify function
requires a volume to be temporarily
disabled; namely, the video
recording will be stopped before
disk verify can be performed.

Disk1 [

Capacity: 143 GB

Bad Bioek

Information:

Model famiby: Seagate Barracuca 7200.9
Device model: ST3160811AS

Serlal number: SPTO3ROE

Bad block check: Performs read/write test to drive sectors to locate bad blocks. This action
may take several hours to complete.

Fast S.M.A.R.T. test: Tests the electronic and mechanical performance and disk read
performance, including those on disk buffer, read head, seek time, and integrity of drive
sectors. The short test is performed on a small section of disk platters, and takes about 2
minutes to complete.

S.M.A.R.T. long test: The long test is more thoroughly and is performed to all drive sectors.
The actual completion time depends on drive sizes and the attributes put to test.

The Check disk functions mentioned above, when performed during active I/Os, can consume
system resources and cause dropped frames with the recording tasks.
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On this configuration window, a "disk" refers to a physical disk drive, a "volume" refers to the
logical configuration of disk drives which may include multiple disk drives.

-

__ IMPORTANT:

There are conditions that disk drives will not be available for storage configuration:
1. The disk drives are performing the Verify process.
2. The disk drives considered as "failed" drives by the S.M.A.R.T. self detection.

Restore volume:

Volume restoration allows users to backup and restore recording files, logs, and other data
from a pre-established volume with hard disks on an NVR device to another NVR device. For
example, HDDs on an NVR can apply the restore volume feature to reserve the original data
(such as videos and logs). These HDDs can then be installed on another NVR. For example,
NVR A has three HDDs using RAIDO. You can select these three HDDs from NVR A, then
restore these three HDDS on NVR B (even using a different slot arrangement; without any
volume created).

NOTES:

1. This NVR supports volume restoration regardless of the hard disk's slot position on the
original NVR. This function only supports data restoration between ND9442P, ND9542P,
ND9326P, and ND9426P models. Data restoration is limited to the maximum number of
hard drives supported by the target device.

2. When restoring data to NVR B, please select the hard disk and configure the RAID settings
to match the original configuration on NVR A.

3. Clear the target device before starting the restoration process to avoid data conflicts.

4. The backup process supports one volume at a time.
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5. The following types of data can be backed up with the volume restoration:

. System logs and customer support logs
Alarms (alarm results only, excluding alarm settings)
Recording data, including all video recordings and metadata
. Search results (encompassing alarm search, smart VCA event, smart search I, storyboard,
attribute search, rule search, TMIS search, bookmark search, and counting data)

170



3-5-23. Settings - Storage - Scheduled backup
To configure a scheduled backup,

1. Select the Scheduled backup: Enable checkbox.
2. Server: Enter the server name or IP address of the FTP server.

3. Port: Enter the port number. Default is 21.

4. Path: This is the destination folder/path if different than root.

5. Authorization: Click the Enable checkbox, and enter the User name and Password for a
private FTP server (no anonymous access allowed).

6. Test FTP: Use the Test FTP button to see if your FTP server configuration is valid.
If the connection is successful, an indicator will appear.

T

7. Daily backup time: Select a time to begin the daily backup from the number pad.

Scheduted backup: [l frable

Daily backup time

Time:

Back up recording
Recording rameras

Recording time frames: Apply
B cear

ARELY m

8. Backup recording
Recording cameras: By default, all cameras' recordings will be backed up. Deselect one or
several cameras if you prefer to back up the recordings of only the specific cameras.

Recording time frame: Select the time span within which the recordings occurred. The
recordings within the time span will be backed up. Use the Apply and Clear buttons drag
your mouse cursor on the schedule pane to determine the effective hours on the schedule.

Connection: Select to enable the Upload limits by entering a number for the upper threshold

of the bandwidth, e.g., 124 Kbps. Configure an upper threshold if your network bandwidth is
of the concern.
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Enable: Default is not selected. The scheduled backup function is not enabled by default. You must click
to enable the configuration options.

Type: Currently the NVR supports the backup to an FTP server.
Enter the Static IP, domain name, and other parameters for access to an FTP server.

Site: the fully qualified domain name of a network host, or its IP address. The max. length is 253
characters. Note that hyphen “-” cannot be used at the beginning or the end of the address.

Port: The port that the remote FTP server listens on. The default ports (which are the most commonly
used) are 21 for standard FTP and explicit FTPS, 990 for implicit FTPS. If necessary, change the port
number. The range is 1 ~ 65535.

Path: The path is effectively a pathname of a resource and corresponds to a series of FTP commands,
such as a directory tree:"ftp://jon:apple@bigcompany.com”. The applicable alpha-numeric characters
are [0-9][a-z][A-Z][-]I/]L_], with a max. length of 64 characters. If not specified, destination will be the root
directory.

Authorization: Click to enter user name and password for the FTP site. Click the Test FTP button to test
a connection with the FTP server. The applicable alpha-numeric characters are [0-9][a-z][A-Z][-], with a
max. length of 64 characters.

Daily backup time: Default is 2:00 AM. Click to reveal the pull-down menu to specify a time when the
daily backup will take place, such as that system can perform the backup in the off-office hours when
network load is lower.

Backup Recording: Select the Recording cameras each by a single click. The recorded videos from the
selected cameras will be backed up according to your configuration.

Upload limits: If network bandwidth is of the concern, enter an upper threshold for the bandwidth.

Scheduled backup is starting
Scheduled backup has been completed successfully
Scheduled backup settings have been changed

Failed to connect to FTP server

Succeed to connect to FTP server

FTP server error (error code)

If the FTP backup errors occur, the system will retry the connection every 5 minutes until the connection
is remade or cancelled. Error messages will display on every failed attempt. For errors not related
to connection problems, retry takes place every 3 seconds for 5 times for each recording file. Error
messages will display on every failed attempt.

In the event of backup failures, failures will be recorded into system logs. The possible causes can be:

1. The previous backup is not finished when the succeeding backup starts, due to very slow upload
speed or network problems.

2. The on-going scheduled backup is cancelled.

3. Errors occur on the storage volume while the backup is taking place. For example, when the hard disk
is disconnected, formatted, or the system detects an unconfigured volume.

4. Path errors. The destination directory does not exist.
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When finished with the network settings, click on the Apply button.

A proceeding backup can be manually cancelled.

g up recordings now.
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3-5-24. Settings - Network

Settings - Network - IP

DHCP: Default is selected, the server obtains an available dynamic IP address assigned by the DHCP
server each time the system is connected to the LAN.

Manual setup: Select this option to manually assign a static IP address to the NVR.
Enter the Static IP, Subnet mask, Default router, and Primary DNS provided by your ISP.

Subnet mask: This is used to determine if the destination is in the same subnet. The default value is
“255.255.255.0”.

Default router: This is the gateway used to forward frames to destinations in a different subnet. Invalid
router setting will fail the transmission to destinations in different subnet.

Primary DNS: The primary domain name server that translates hostnames into IP addresses.

Secondary DNS: Secondary domain name server that backups the Primary DNS.

When finished with the network settings, click on the Apply button.

The NVR comes with a default gateway and the cameras connected to the PoE ports are assigned
with IPs within a separate network segment. The cameras connected to the PoE ports will be in a
10.1.1.x0or 192.168.2.1 segment, automatically provided with subnet addresses.

The NVR’s uplink port will listen to DHCP server by default.
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Settings - DDNS

The NVR integrates with third-party DDNS services to dynamically update the domain name
associated with the NVR whenever its IP address changes. Users need to provide valid creden-
tials and a registered hostname with their DDNS provider to use this feature effectively.

DDNS Enable: Select this checkbox to enable the DDNS setting.
Enter a Host name, Email address, and password twice, and then click Apply to proceed.

Make sure you have internet access.
Click the Register button. The terms of service agreement window is selected from a checkbox at the

. .
bottom. Click Ml to read the license agreement terms.

The acceptable characters for email address are: [0-9][a-z][A-Z]#ISI%I T I+I-TA=]07]
PMILCIKIUIBIHIE]- Two successive periods, [..], are not acceptable. The address filed can
accommodate up to 256 characters.

Use only alphabetic and numeric characters for the password. The maximum number of
characters is 64.

When completed, a confirm message will prompt. You will also receive a confirm Email. You
can now access your NVR system using the xxxx.Dyndns.org domain name address. Note
that access from the Internet should be routed to the private IP assigned to your NVR, using
methodologies such as port forwarding, etc.
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Settings—Service

By default, the NVR service and video streaming are accessed via HTTP port 80 and RTSP port
554. You can designate a different port number if the need arises. Usually it is not necessary to
change these ports. HTTPS encrypted connection is enabled by default.

e | e ]

Instead of a web console, you can also access the NVR and the subordinate cameras using the
iViewer and VIVOTEK's VSS software. The NVR can be managed as one of the sub-stations in
a hierarchical device structure.

Set up a password for access from the VSS server before you can join the NVR to a VSS
configuration. For access from the iViewer, you log in using the same username and password
for the login to the NVR.

~Below is the screen showing the sub-station recruitment process from a VSS server.

Sile management

i i

- A (e ssns EEA
R e
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VSS auto connection

NAT-traversal with OpenVPN

A remote connection between a VSS server and an NVR with 3G/4G/LTE network can be made through an
OpenVPN tunnel. The figure below shows the methodology comprising HMAC authentication and TLS
encryption over an encrypted UDP connection.

Fetch CA/f
Cart ! Key

RESTful

fl

API Seruarf“

|Register
Substation |

Tunnel
message

tUnne7

= Default Port: 3939

Sample installation steps are shown below:

Step 1: Install VSS by selecting the Server with OpenVPN option.

¥ VAST Security Station = X

Select the programs you want to install

Space required: 1150 MB

< Back Next > Cancel
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Step 2: Enable the public IP of the VSS Server.

For the NVR to establish an OpenVPN connection with the VSS Server, the user must activate the public
IP of that server. (Note that the specific steps depend on the user's network environment and relevant
IT policies.)

After activating the Public IP, ensure the accessibility of the HTTPS port and OpenVPN port. (Note that
the VSS OpenVPN port by default is 3939, so the user must set up port forwarding with UDP.)

If the default HTTPS port (3443) is unavailable, the user must modify the corresponding port number
under VSS Settings > Device > Stations. If the default port for OpenVPN (3939) is not available, the user
needs to modify the configuration file of OpenVPN (located in C:\Program Files (x86)\VIVOTEK Inc\
VAST\Server\OpenVPN\config\server\server.ovpn).

You can directly edit the port number in this text file (file content is shown below):

ort 3930
roto udp
ev tun
a ca.crt
ert server.crt
ey server.key
h dh.pem
server 10.6.0.0 255,255.0.0
topology subnet
lient-to-client
lient-config-dir "C:\\Program Files (x86)\\VIVOTEK Inc\\VAST\\Server\\OpenVPN\\ccd"
eepalive 10 120
ipher AES-256-CBC
ax-clients 50000
persist-key
persist-tun
status openvpn-status.log
log-append openvpn. log
verb 3
mute 20
sndbuf 262144
rcvbuf 262144
tls-server
compress lzo
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Step 3: Configure the NVR OpenVPN connection.

Once you have obtained the VSS Server public IP, configure the NVR settings under Network > Service
> CMS. Then, enter the VSS server public IP/credentials/API service port (HTTPS). (Note that if the
HTTPS port on the VSS end is not 3443, you must modify the corresponding port number.)

After configuring the settings for VSS and NVR, the OpenVPN connection will be established. Once the
connection is established, this NVR will be automatically added to the VSS server. (Note that the NVR
and VSS server should have a similar time setting when exchanging certificate information. Otherwise,
the mutual handshake authentication process may fail.)

........
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3-6. HTTPS certificate

This window allows the export, import, and to create an HTTPS certificate for secure connection
to the NVR.

HTTPS certificate

Cartficate mfarmation

Country code TW

stace of pravinee Asia

Locaity Asia

Organization VIVOTEKINC
Organization unit VIVOTEK.INC
Comman name AW vivatek com
Validity 19411 cays
Explred en 08 26, 2075

Expart current certificate

\ Fxpart current cormificate
service

Create new certificate

HTTFS certificats

Create seifsigned certificate
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3-7. Trend Micro loT Security Service

This NVR comes with the protection of TrendMicro security service against hackers with
numerous forms of attacks. You can enable the service and let the service continuously update
tis virus database.

IEEEERN PP U S RS
3 . !

" Trend Micro IoT Security Service -
Trend Micro loT Security

Trend Micro End User License Ag

Trend Micro End User License Agreement

INPORTANT: THE FOL

TONS

Trwet Mrn BT Sezaavy ot g aa

To enable the security service,

1. Click the Enable checkbox.

2. Read and confirm the Trend Micro End User License Agreement.

3. Select whether you manually update the virus database (signatures) or let system
automatically update the database. For installations where no Internet connection is
available, download Trend Micro's signatures to a USB thumb drive, insert the thumb drive to
update. The current Trend Micro security package will expire in the year 2020.

Please contact your sales representative if your security package expires.

4. Cybersecurity management for cybersecurity alert, event log, and event logging. The NVR
comes with TrendMicro security package, and can receive cyber attack information from
cameras. Also, these events can be collected by the VAST software.
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3-8. Information

This window shows the revision number of the firmware running on this machine.

NVR

CORrRE"

MODEL

ND9326P

VERSION

4.6.0.5

Applications DEVICE PACK

v5.9.480

Information

Copyright © 2024 VIVOTEK Inc. All rights reserved.

3-9. Limitations when working with VSS

» VSS cannot change the video channel settings managed by NVR.

» VSS cannot change the URL content added by RTSP.
» For the SD series with smart tracking, VSS does not support the smart tracking settings on
the PTZ page.
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Section Two: Management over aWeb Console

Below are the requirements for using a web console:
1. 15 CPU or above with a minimum of 8GB RAM.

2. Itis recommended to configure a sub stream in H.264, with a lower resolution of 640 x 360.

3. Use Google Chrome for the plug-in free access.

There are two different interfaces on the system:

1. One is connecting mouse and keyboard, and an HDMI cable to a TV screen or monitor. The
local management thus made is described in the User Manual of each NVR model.

2. The other is accessed through the Ethernet connection. Management via a web console is
described in this manual.

Web console

esasjanas
—

Note that when accessed over the network, the total streaming throughput is 24Mbps.
Access via an IPv6 address is supported by firmware revision 3.1. Note that for some

browsers you should use the [ and ] brackets to surround the IPv6 address such as:
http://[2001:db8:1234::abcd].
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Chapter 4: Login and Getting Started
4-1. Login

This is the login page on the browser. The minimum resolution is 1280x960.

Please use Google Chrome to access the NVR. By default, the web console opens with the
new user interface.

VIVOT=ZK

It is highly recommended that you should change the default password. Please refer to Settings
> Security > User account page to see how to prevent unauthorized access. The system will
prompt you if you entered an incorrect username or password.
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Remember me: Your username will be preserved in browser cookies for two days if you select
the Remember me checkbox. The username will be automatically erased if you do not log in to

the system for two days.

You may login to a different software utility by unfolding
the side panel on the Login button.

You can also select a different language using the
Multilingual selector menu on the lower left corner
of the Login screen. The functional items, menus, and
dialogues will then be displayed using the selected
language.

Login errors: below are the login errors that might occur.

User name

admin

Password

English
Deutsch
Espafio
Francais

Italiano

SEX
Portugués
[ s e
R
Cestina

Py oM

English A

A Login failure can result from the incorrect user name and passwords.
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Login options:
You may also mouse over the Login button to display the login options. You can then enter the
Live view, Playback, or Alarm search window.

The NVR system features a simple Ul structure which consists of a Live view window, a
Playback utility, and a system Settings window. Once logged in, you can move from one window
to another by selecting the hot link buttons on the upper right of the screen.

Liveview Playback Search Settings

186



& NOTE:
The NVR supports plug-in-free web sessions using Chrome browsers.

“ e»®

/N IMPORTANT:

1. Before operating the NVR, make sure you have properly installed hard drives and configured
the storage volumes. Otherwise, you will not be able to operate some of the system's
functionality.

2. When you log in to the Live view or Playback interface to stream a live or recorded video,
install the ActiveX plug-ins. If it does not prompt when you log in, install plug-ins when you try
to playback a recorded video. You may then need to re-start the |IE browser console.

File Edit View Favorites Tools Help R
\ [ [A A ) ol . N | L A 24
@ Back ~ > ﬂ L"‘ﬂ )~ Search 5.( Favorites @t (S &g .;&
address | @] hitp:/j192.168.4.126] - v|EJco tinks >
@ This site might require the Followir | Tnstall fictivex Control... gement' from 'VIVOTEK INC.". Click here to install... x

~

What's the Risk?

Information Bar Help
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4-2. Graphical Layout and Screen Elements - Live v

© Live view .

® Playback
©® Search -

0 Al

© Settings o
BCamera add/edit ]
@ Device list

@ Shrink/Expand -~

® Layout
@ Rotation mode

Storage (=]
1 Notification @

- Login / Log out

@ Viewcell panel
.

& Shrnk/Expand
® Full screen

@ Page changer

Once you log in, the system defaults to the Live view page, which provides access to other
configuration utilities, live view screen, and other functional panels. The screen elements are
described as follows:

ltem |Name Description

Live view Provides a glimpse of all cameras inserted into your configuration.

2 |Playback Provides access to camera recordings.

3 |[Search Provides access to the Alarm search panel.

4 |Al Search Provides access to the Al metadata search panel.

5 |Device list All devices (cameras / video servers) that have been recruited into the

configuration will be listed.

6 |Settings Provides access to system settings.

7 |View cell panel |The video feeds from cameras will be placed into view cells.

8 |[Storage Provides a glimpse of current storage usage.

9 |Notification System notifications including system events and alarm notifications.

10 |Login/Log out |You can log out and log in again using another user role.

11 |Date & Time Displays date and time. You can click to enter the date and time setting page.

12 |Control & When a view cell is selected, the camera-specific control (such as PTZ) and
Display pane |display options will be available here.

13 |Shrink / Expand |You can display or hide the side panes.

14 |Layout Provides functions to extend, rotate, and redo the layout.

15 |Rotation mode |Click to enter the Rotation mode.
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Iltem |Name Description

16 |Page changer |Click to move to the other layout page when your live views are distributed over

many pages.
17 |Full screen Enters the full screen with only the live views.
18 |Camera Add, edit, or remove connected cameras.

add/edit

Each panel will be described in further discussions.

4-2-1. Device List Panel

The Device list displays the recruited cameras by the sequential numbering order you configured
in the System Settings utility.

If a user logged in using a credential of a limited access, he may only see cameras that he can
access instead of all of the cameras.

Camera Icon:

A mouse click on the camera name on the Device list brings forth the summary of IP address,
model name, recording setup, DI/DO information, and other control elements on the right pane.

SR KA 1) Control

Sorting type Camera D1

W (7 - Camera 01 169.254.6.74

E}( 02 - Carnera (02

03 - Camera 03

Manual recornd

Fit screen with ratio

Audin



Once devices are added to the NVR, they will be listed. The device type will be automatically
detected. Different types of devices will be given different types of device icons.

¢ (01 - Camera 01

©( 02 - Camera 02

Recording
is taking place ERCEERETEEGE

Device name
iDevice index
Type icon

Different types of devices will be given different types of device icons. For example,
"B |Box or Bullet cameras.

o Tl Fisheye cameras.

PTZ cameras.

View Cell elements:

Snapshot

Additional info
T r, Full screen

— En-/Dis-able
Control/Display pane
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@ 14:50:03
20231121

admin

ADMINISTRATOR

Language
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4-2-2. Layout

1x1

Layout templata 0

ml == = — . —

. x4
E E . 1M+5

|_|_| 1M+12

1M+31 (ND9542P

only)
1P+3

1P+6
2P+3
1V+6
2V+3
3V

Only an administrator can change and preserve a custom layout, and every user can designate
a specific layout to be displayed when he/she logs in. The default layout for each user is stored
in a browser's cookies.

The available layouts are categorized into 4 types: Equal, Panorama, Focus, and Vertical.
Equal: 1x1, 2x2.

Panorama: 1P(Panoramic)+6, 2P+3. (applies to fisheye cameras)
Focus: 1M+5, 1M+7.
Vertical: 1V+6, 2V+3, 3V. (applies to corridor view)

Note that a user who did not log in as an administrator can change a layout, but his configuration
changes (with cameras placed on view cells) will not be saved.
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4-2-3. Scene

A scene allows users to gather the live views from multiple cameras together into a
comprehensive glimpse of view. For example, several cameras may have been installed to
cover a specific area.

To create a new scene, click on the Create scene button.

MDER13P

EE Muw icens

You can change layout, enter a name for the new scene, and click and drag cameras into the
layout. When done, click the Create button. ++

NDS541F

Create new scene

adied i brpout and plae cermn o vies oo

SrenE name ¥

Sceee setap

Dewices

In the Scene view, you can place 1 camera into multiple view cells. This applies when using
cameras with a wide coverage area, such as fisheye or multi-lens cameras.
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4-2-5. View Cell panel

A single view cell is shown below. Each view cell contains a video stream display area,
information, and functional buttons. A view cell is displayed in Normal, Focused, or Maximized

mode.

—

. A single click selects a view cell from the View Cell panel, enables its function buttons, and
turn it into the Focused mode.

2. A double-click maximizes the size of the view cell to the full of the panel.

3. The 2nd double-click shrinks the maximized view back into the focused mode.

Although the system automatically selects the video stream to display on the view cell, you can
still manually select a different video stream from the Stream tab below.

To deselect a view cell and return to the normal view, click on the Restore button
at the lower screen.

Adding Cameras to View Cells

1. Click and drag a camera from the Device list to an unoccupied view cell.
2. Double-click a camera on the camera list. The camera will be added to the first available view
cell.

To deselect a view cell and return to the normal view, double-click on the view cell. You can also
click on another view cell to continue adding other cameras.

The system automatically adds cameras into view cells by their index numbers. If you prefer a
different order and placement, use the Scene mode to create different placements.
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Sometimes network problems can cause a view cell to be attempting to connect to a network
camera. If the connection attempt takes a long time, it may result from network problems or
incorrect configuration with video streaming. For example, you may have configured the camera
to be streaming a 5SMP stream. The NVR uses video main stream for recording, and the main or
sub stream from cameras for live viewing. You should then open an individual web console to
the network camera to change its video streaming configuration.

If the current layout already contain the max. number of cameras, e.g., 9 for the 4-CH model, the
following message will prompt.

A Mot able to add camera

Current layout already has 16 cameras.

If you are using the 16-CH model, there can be more than 16 view cells across multiple layout
pages, €.g., on the second page of the 1TM+12 layout. Placing a camera in the 17th to 18th view
cells will bring out the following message.

JL Mot able lo add camera

Could not place camera hera. Try other view cells;
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Control Pane

Click to select any of the view cells to activate its Control and Display panes.
You can exert the following:

1. View basic information such as the IP address, Model name, etc.

2. Start a manual recording.

3. Take a snapshot.

4. Place a bookmark if you find something of your interest. The bookmark is preserved as a
one-minute footage along with a short description of a particular incident. The precondition of
using this function is that the video stream, while you are watching it on the view cell, must be

recorded to the NVR at the same time.
. Tune the audio volume.

. Select a different stream.
. Enable the Digital Zoom (using the mouse wheel).
. Manually toggle the Digital Output.

N O O

Contro
Control Volume control

Camera 01

Digital rocm

gital aam Digital zoom

DG

Digetal ipat

Manual Recording

Snapshot

DO toggle
Bookmark

Fit soreen with ratio

£ Fit screen
toggle

Digital zoom

Digital zoom

--‘

'#M!Ilp

i f‘-«

SR




* For a fisheye camera, you can select a dewarp mode as a Regional view or a Panoramic
view.

Fisheye

10 View (Original View)
AT

10 (Original view)

180° Hemispheric

1P (Panoramic view)

Swipe to scroll horizontally
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1R (Regional view)

1R Wiew [Single Regional View)

Zoom infaut
&
all-directianal
navigation contral

The 1R mode (or rectilinear) provides access to one image section within the hemisphere. You can zoom
in or out (using the mouse wheel or PTZ panel) or travel through to other areas within the hemisphere
using simple mouse clicks and drags. A single click on a particular object can bring the object to the
center of your view window. Click and hold down the left mouse button, and you can swipe the view both
horizontally and vertically.

Note that if your fisheye mounting type is set to the Wall Mount type, your screen control in the view cell
will be limited to 90° pan and tilt. Make sure your mounting type and camera settings have been properly
configured.

Because fisheye lens can cover a wide surveillance area, you can insert a fisheye camera into multiple
view cells, and let different regional views display in these view cells. In this way, you can have a glimpse
of multiple areas of interest, and the configuration of these different view windows will be preserved when
you save your layout settings.
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* For a PTZ camera, scroll down to display the PTZ control panel where you can zoom, focus,
pan, patrol, or move the camera lens.

On a live view of a PTZ camera, you can hold down the mouse button and move the cursor
towards the direction you want to move. The mouse control is automatically enabled for PTZ
cameras. As depicted below, the farther you move along the screen, the faster the lens module
moves.

Fast

Slow

Pan 8 Patrol & Track NOTE-

Bookmarks will be erased if the user/system erases the
video clips they were appended to. For example, system will
recycle storage space by deleting old videos along with their
bookmarks.

Auto pan/patrol controller: These buttons provides pan and patrol functions provided that
preset locations have been configured on the camera. For a speed dome camera, the pan
command tells the camera to continuously pan 360 degrees until it is stopped by a user
command.

The Stop button ends a pan or patrol tour.
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Display Pane
On the Display pane, you can configure the following:
1. Enable or disable the display of the Camera type, the small icon on the upper left of view cell.

2. Camera name and IP address. Select one or both.

3. Displays camera time.
4. Displays Camera status: Trend Micro loT Security and Video content analysis. If your camera
supports these features, you can choose to display them on the live view.

You can enable the display features on all view cells using the Apply to all view cells button.

Contial Disp]ay

Status bar

Infoarmation

& Camera type
& Camera name & [P address
¥  Camera name
IP address

& Camera time

Apply 1o all view calls

Camera status

Trend Micro loT Security

Video content analysis

Apply to all view cells
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4-3. Graphical Layout and Screen Elements - Playback

#) Cameralist

ﬂ Calendar

@ Lovou @} Playback panel
contents

The screen elements of the Playback window are described as follows:

Item |Name Description

1 |Camera List Provides a glimpse of all cameras that have recorded data. Basic information is
also provided along with a screenshot.
2 |Calendar Shows when the recording took place, and thus enables users to quickly locate
a specific part of recording in history.
3 |Layout contents |Provides functions to extend, rotate, redo the layout, and the synchronous
playback.
4 |Playback panel |Displays the playback functions. Snapshot, bookmark, and export functions are
also available on individual view cells.

To begin playback and search for past recordings,

1. Single click to select a camera. You can select multiple cameras.
2. The Calendar panel will display the days video recording actually took place. And those days
will be highlighted by a lighter text. Click to select the days with recordings.
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Playback Panel

[Control buttons j Timeline slider

Span of existing
recording

[Timeline zoomer]

The time slide bar enables quick skimming through the recording. Its functional buttons are

described as follows:

Buttons

Description

Pause

Play. This button is available after you manually pause a playback.

Next frame. After you paused a playback, use this button to browse video frame by
frame.

Plays back 10 seconds before.

Plays back 10 seconds later.

Speeds up or speeds down. Speeds down by 1/2. The slowest speed is 1/8.
Speeds up. Increases the playback speed, to 2x or 4x.

Playback volume tuner.

|:;_

Takes a snapshot of the current playback screen.

Places a bookmark on the current recording.

Timeline zoomer. Use the zoomer to zoom in for more precise
skimming.

Lets the cameras in the scene play the recording of the same time.
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Export Wdhen y;m find something of your interest, use the Export function to export a
video clip.

Select the length of the video clip using the Start and Stop time menus below.
Depending on the length of clips, an export can take a while to finish.

The default export length is 30 minutes.

Playback export

Note that for specific cameras, such as fisheye cameras, you can click its view cell to display
its control options such as the dewarp type.

Camera 02

Fisheye
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4-4. Graphical Layout and Screen Elements - Search

-."'"'\\ R

Nl
4 Search conditions
& Calendar

@ Configured alarms

ﬂ Trigger types

.ﬂ Search results

The screen elements of the Playback window are described as follows:

Item |Name Description
1 |Search The whole panel provides access to search conditions. You can select Devices,
conditions time span, pre-configured alarms, or trigger types.
2 |Calendar Shows when the possible time of occurrence of alarms.
3 |Configured Select the alarms you previously configured on the system.
alarms

4 |Triggertypes |There are many trigger types including system event triggers, cyber attacks, DI/
DO, or the numerous VCA detection triggers.

5 |Searchresults |The results are displayed by Alarm name, Time of occurrence, Trigger source,
and the Trigger type.
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To begin playback and search for past recordings,

1. Single click to select a camera. You can select multiple cameras.
2. The Calendar panel will display the days video recording actually took place. And those days
will be highlighted by a lighter text. Click to select the days with recordings.

MDS541P

Do

Disk failure

& Camera 01
Disk full

& Coamera 02
Cyber attack

& Camera03

Trigger by
All tnggers
Camara Irigaer
Motion detection

PIR

Tampering detection

Camera discannectod

Camera DI

Camera DO
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Chapter 5: System Settings

The System Settings pages are made identical to those on the local console. Since the
Setting pages are identical, the following pages will be omitted. Please refer to page 97 for the
description of System Settings via a local console.

Some minor differences between the web console and local console exist. One is the Restore
Factory default function. It is only available on the web console.

The restore function is not available on the local console, for users can use the reset button to
perform the system default restoration.

Camera connection

Storage
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Another difference is the ability to enter a camera or system name using languages other than
English. The NVR's system name also supports the use of other languages. This is only
achievable through a web console.

The following characters are not supported:

>I<IDIACTT%ICIFAEIHEIN

Aetkdfuadit Mtk

[] Pepteio ab came
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Safety and Compatibility

C€

Federal Communications Commission (FCC) Statement

This Equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. Operation of
this equipment in a residential area is likely to cause harmful interference in which
case the user will be required to correct the interference at his own expense.

Warning:

[A shielded-type power cord is required in order to meet FCC emission limits and also
to prevent interference to the nearby radio and television reception. It is essential that
only the supplied power cord be used. ]

[Use only shielded cables to connect I/O devices to this equipment.]

You are cautioned that changes or modifications not expressly approved by the party
responsible for compliance could void your authority to operate the equipment.

[ ]: depend on EUT condition.

Information on Disposal for Users of Waste Electrical &
Electronic Equipment (private households)

This symbol on the products and/or accompanying documents means that used
electrical and electronic products should not be mixed with general household
waste.

For proper treatment, recovery and recycling, please take these products to

designated collection points, where they will be accepted on a free of charge

basis. Alternatively, in some countries you may be able to return your products to
your local retailer upon the purchase of an equivalent new product.

Disposing of this product correctly will help to save valuable resources and prevent
any potential negative effects on human health and the environment which could
otherwise arise from inappropriate waste handling. Please contact your local
authority for further details of your nearest designated collection point.

Penalties may be applicable for incorrect disposal of this waste, in accordance with
national legislation.

For business users in the European Union
If you wish to discard electrical and electronic equipment, please contact your dealer
or supplier for further information.

Information on Disposal in other Countries outside the European Union

This symbol is only valid in the European Union. If you wish to discard this product,
please contact your local authorities or dealer and ask for the correct method of
disposal.
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Technology License Notice

HE HEVCAdvance”

‘ E Covered by Patents at patentlist.hevcadvance.com

Notices from HEVC Advance:

THIS PRODUCT IS SOLD WITH A LIMITED LICENSE AND IS AUTHORIZED TO BE USED ONLY
IN CONNECTION WITH HEVC CONTENT THAT MEETS EACH OF THE THREE FOLLOWING
QUALIFICATIONS: (1) HEVC CONTENT ONLY FOR PERSONAL USE; (2) HEVC CONTENT THAT
IS NOT OFFERED FOR SALE; AND (3) HEVC CONTENT THAT IS CREATED BY THE OWNER OF
THE PRODUCT. THIS PRODUCT MAY NOT BE USED IN CONNECTION WITH HEVC ENCODED
CONTENT CREATED BY A THIRD PARTY, WHICH THE USER HAS ORDERED OR PURCHASED
FROM A THIRD PARTY, UNLESS THE USER IS SEPARATELY GRANTED RIGHTS TO USE THE
PRODUCT WITH SUCH CONTENT BY A LICENSED SELLER OF THE CONTENT. YOUR USE OF
THIS PRODUCT IN CONNECTION WITH HEVC ENCODED CONTENT IS DEEMED ACCEPTANCE
OF THE LIMITED AUTHORITY TO USE AS NOTED ABOVE.

H.264

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE
PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEO") AND/OR (ii) DECODE AVC VIDEO
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NON-COMMERCIAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM

+  VCCHREHIIZDLT
COEEL. DIAABRBIMEETT . COXEE T ERETCERTIEERTEESI1ZFRITENHD
7, COBEICIERAENEY LN REHZTILOERINZENHNET,

VCCI-A

ACA (Australian Communications Authority)

CAUTION
RISK OF EXPLOSION IF BATTERY IS REPLACED
BY AN INCORRECT TYPE.
DISPOSE OF USED BATTERIES ACCORDING TO THE INSTRUCTIONS
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